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Introduction 


Introduction 


The events of September 11, 2001, have dramatically changed the entire concept of identity and 
security in the United States. In general, the actual mechanics of identity creation and verification 
have not changed, but identities are screened more completely. Prior to September 11, it was still 
quite possible to fly on airplanes without showing identification. Although regulations technically 
required photo identification from passengers, this requirement was often not enforced. Also, 
identity documents must now be presented when picking up train tickets. 


Certain types of employment are now off-limits for those operating under new identities unless 
these identities have been totally backstopped with the necessary documents and records. One 
example of this is airport workers. Anyone who works at an airport and has a security badge had 
better be who they say they are. Hundreds of hapless individuals have found this out in airports in 
Boston, Las Vegas, and Salt Lake City. The authorities ran massive sting operations on airport 
employees in all of these cities. The identification documents that were provided by all employees 
at these airports were checked. In many cases, undocumented workers from Mexico had used 
counterfeit green cards to obtain their employment. Ordinarily, these fake green cards are perfect, 
because the only agency that can verify them is the U.S. Immigration and Naturalization Service 
(INS). In this instance, these cards were actually verified by the agency that was supposed to have 
issued them, found to be false, and the workers were arrested. 


The usual disposition of such cases would have resulted in quick deportation back to Mexico, but 
it is a reflection of the new times we live in that this did not happen. The U.S. federal government is 
prosecuting all of these people on federal charges, and most, if not all of them, will do at least a few 
months in a federal prison before they are deported. 


This increased harshness illustrates why it is necessary to stay carefully informed when living 
under, or contemplating living under, a new identity. Over the years, I have written many books on 
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the new-identity creation process. These books describe the fundamentals of identity changing and 
illustrate how to successfully penetrate the system and start over. Successful identity changing is all 
about paying close attention to details — failure to do so can have dire consequences. This is an 
endeavor where the old saying, “the devil is in the details,” cannot be more true. One can read 
stories in the media on a regular basis of people who were caught trying to “start over” with a new 
set of papers. 


However, there is another side to all of this. Millions of people in the United States live and work 
under a false identity every day. These people run the gamut from the few thousands who have 
received new identities courtesy of the U.S. government, to the nearly six million illegal aliens who 
report to work every day with fake driver’s licenses, green cards, and other documents. 


The economies of Southern California and South Texas would cease to function if all of these 
people — primarily from Mexico and Central America — were deported. Employers, landlords, and 
others look the other way when presented with the questionable documents frequently carried by 
these individuals. The problem has become so severe that a few states are now willing to issue 
driver’s licenses to these workers so that the rapidly increasing problem of unlicensed, uninsured 
illegal-immigrant motorists can be eliminated. In Texas and California, some banks will now open 
accounts for these people with foreign identity documents. 


However, the fake identities usually created by illegal immigrants will not withstand even a 
superficial examination. Their fake driver’s licenses will not pass a computer check, and their green 
cards have no record in the computer. The thrust of my writings on new-identity creation has always 
been about how to create an identity that can safely be used and withstand scrutiny: The driver’s 
license is real; the credit cards are not forgeries, etc. 


This book is about less well-known tricks of the trade to create a new identity. Much of this 
information has come to me via those who are living the life and want to share anonymously their 
lessons from the school of hard knocks. I thank all of those who helped. 


This book is not intended to be a primer on how to create a new identity. It is assumed the reader 
has a working knowledge of the basics. If not, | suggest the reader first obtain copies of the 
following books: 


The Heavy Duty New Identity, Second Edition, by John Q. Newman 
Reborn in the U.S.A., Third Edition, by Trent Sands 
Understanding U.S. Identity Documents, by John Q. Newman 


This would be a minimum reading list, and I would suggest that many more books, in addition to 
these, be read. All the titles mentioned in this book are listed in the Recommended Reading. These 
and many other titles, are available from Loompanics Unlimited at www.loompanics.com. 


Some will say that books like this aid those who would do acts of destruction similar to those 
which occurred in New York City and Washington, D.C. It needs to be remembered that groups like 
the ones who carried out these deeds are already well versed in all aspects of this subject. In fact, 
some of the terrorists stole identities in their home countries before they arrived in America, and 
border control officials admitted all of them into the United States legally. The information 
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presented in this book is only for academic interest, and the author and the publisher do not 
advocate or condone the violation of any laws. 


Finally, be aware that the authorities are not stupid. Once a lot of people start using the methods 
outlined in this book, new procedures may be put into place. Always know before you go. Find out 
in advance what is required from the agency involved to get the document you want. 


Chapter One 
Using the Law to Create a New Identity 


CHAPTER ONE 


Using the Law to Create a New Identity 


Most methods of identity changing are illegal. The actual identity change 1s not illegal, but most 
subsequent attempts to document that identity are. The instant you apply for a driver’s license, voter 
registration card, or other documents under the new identity, you break a myriad of laws. The 
paradox of the illegal identity change is that when it is done correctly, it is all but undetectable. 


A Legal Identity Change Method 


A natural question 1s: Can one change one’s identity in a legal fashion and still obtain the benefits 
of a clandestine identity change? The answer is both yes and no. To understand this paradox, we 
need to look at the benefits of the clandestine identity change. 


The primary benefit of the classic “paper trip” method is that there is no connection between the 
old and new identity. When done correctly, the identity changer emerges as a totally redocumented 
person with no ties to the old self. This type of identity change is perfect for privacy hounds, 
fugitives, and criminals who want a second identity in order to commit new crimes. In the case of 
the criminal, it can be the perfect crime, because any arrest warrants issued by the police will be in 
the name of the false identity. If this identity has real documents behind it, the police will have no 
reason to even suspect that it is a phony. The criminal simply discards the fake identity once it has 
become “hot” and moves on. 


The legal identity-change method allows the individual to change identities without breaking any 
laws. The drawback is that a public record will be created that links the new identity with the old. 
However, if done carefully, and with some added flourishes, the record can be made very obscure 
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and next to impossible to find. Unless someone had a reason to think you had changed your name, 
there would be no evidence of such. 


The Name-Change Laws 

The legal identity-change method uses the name-change laws to your advantage. In the United 
States. people have a common-law right to use whatever name they want. so long as the purpose is 
not to evade the law, to defraud, or to avoid personal obligations. There are two recognized methods 
of name change in most states. 


One of these is known as the “use” method. Simply stated, the person just starts using the new 
name in everyday business. If the person becomes generally known in the community by this name. 
some states will allow you to obtain new official documents in this name. In some states, a simple 
“declaration of name-change form,” properly notarized, may suffice. 


Most states require you to “legally” change your name if you wish to receive items such as a 
driver’s license and voter registration card in your new name. In these states, you file a petition with 
the court for a legal name change. In most states, this is a simple formality and you will never even 
go to court. Hf no objections are raised and the court papers are duly completed. your name-change 
order will be issued. This order can then be used to get a new driver’s license, passport, etc., in your 
new name. 


Choosing a State 

Some states are best avoided because they impose stringent requirements. These states frequently 
require vou to complete a detailed personal-history statement for the court, which then becomes a 
public document. Most states will also require vou to advertise vour name-change request in a local 
newspaper of record. In this case, it is always best to pick the local legal gazette, as few members of 
the public ever see this. 


You will need to satisfy the residency requirement. This requirement will vary from state to state. 
In some locales it may be as little as six weeks, in others it may be six months or longer. Proof of 
residency can be established by voter registration, lease agreements, ete. More often than not, the 
applicant simply attests in the petition to the fact that they have met the resideney requirement. 
Some states require that a witness who has known the applicant sign a notarized statement to the 
fact and submit this with the petition. 


How can the legal identity-change method be exploited to yield most of the benefits of a 
clandestine one? First. pick a state that makes name changes as easy as possible. Appendix 2 lists 
states where name changes are easier and Appendix 1 includes sample name change documents to 
illustrate what is required. 


Pick a state far away from where you will reside under the new name. This ensures that there is 
little chance of anyone being aware of your name change where you will begin your new life. On 
the other hand, if this is not an issue for you, you could change your name in your present state of 
residence. 


Most states have legal supply stores that sell complete packs with all of the forms needed to effect 
name changes in that particular county. | recommend that a legal typing and filing service be used. 
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These services will professionally type the paperwork for you and take care of the filing. This 
ensures that no errors are made, and the service will call you when the court order has been granted. 


Obtaining Documents in the New Name 

Once you have the court order of name change, you can now create your new identity. You can 
register to vote under your new name and you can go to the motor vehicle department and obtain a 
new driver’s license or state identification card. You will need the name-change order and a 
certified copy of your original birth certificate. 


If the ultimate goal is to obtain new documents that have no link to the old, it is most 
advantageous to obtain only a state identification card in the new name. The reason for this is that 
you can then go to another state and apply for a driver’s license in the new name, showing this card 
as identification. You have never had a license in this name. and when you are asked if you already 
have a license, you can honestly answer “no.” The other reason this is advantageous is that if you 
surrender an out-of-state license in your new name to obtain a new license, there is now a link 
between your old name and new name in the last state, which can be used to connect the two 
together. 


The next natural question 1s about a new Social Security number to go with your new name. 
Unfortunately, if you go to the Social Security Administration with your name-change order, they 
will simply issue you a new Social Security card with your new name, but under the same number. 
This does no good, because you will now create a link with the old name that can be spotted by 
credit bureaus, check verification services, and others whose databases use the Social Security 
number as a file retrieval tool. Is it possible to get a new Social Security number to go with the new 
name? In Chapter Three we will examine some possible solutions to this problem. 


Creating a New Identity as a Crime Victim 


The police can actually help you create a new identity. Don’t believe it? Neither did I until ] heard 
about this little-known method and checked it out. This method has been successfully used by con 
men to easily create new identities for decades. Before we get into the details, let us take a little 
vacation to the Caribbean. 


A few years back a rash of tourist robberies took place all over the U.S. Virgin Islands. Visitors 
were routinely robbed of valuables, and not just those staying in budget accommodations. Rooms in 
upscale hotels and resorts were also burglarized on a regular basis. One family from Toronto, 
Canada. had all of their money and identification stolen while they were poolside at their luxury 
hotel. They returned to Canada with only the shirts on their backs. What identification did they 
show to Canadian Customs and Immigration at the airport? The police report from the Virgin 
Islands police department. 


These people were legitimate crime victims, but it is possible to use this as a method to start a 
new identity. It requires, however, the ability to be a convincing actor with law enforcement 
officials, and extreme attention to detail. In a nutshell, this method of identity creation revolves 
around obtaining a police report that says you have been the victim of a robbery in which your 
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personal identification was stolen. The police report is then used as the centerpiece to obtain new 
identity documents. 

The plan has two distinct phases. Phase one is getting the police report and phase two is using the 
police report to obtain new identification in the desired name. 


Phase One: Getting the Police Report 

The particulars of the identity you want to create must be learned backwards and forwards. This is 
particularly true in this instance, because you will have no documents to present to refresh your 
memory when you are asked to cough up details by the police officer. Nothing will arouse suspicion 
faster in the mind of the officer than if you are inconsistent about your details. 

The particulars you need to learn cold will include far more than just name and birth date. The list 
below must be burned into your memory before you make any contact with a law enforcement 
officer. 
full name 
birth date 
birthplace 
marital status 
home address 
home telephone 
work telephone 


contact person 


Dive m a a a a a 


signature 


The object is to make it seem as 1f you are a tourist visiting from a distant state who has had your 
wallet stolen. The theft should have occurred at a public place, such as an amusement park or beach 
that is frequented by tourists and locals. This is very important, because it means that incidents like 
yours are not uncommon, and the constant crowds mean that the lack of witnesses will not seem out 
of the ordinary. Think about this: When was the last time you noticed a pickpocket at an amusement 
park? 


You want to pick a major attraction in a larger city. This ensures that your case will be handled 
pro forma. That is, the officer will say he is sorry, take the report, give you a copy, and tell vou. that 
unfortunately, this happens all the time, and without any witnesses or a description of the thief. 
there will be no investigation. The last thing you want to do is to make this report at a small town 
county fair, because the police department or sheriff would not have much else to do, and would 
treat your case as a real priority and actually investigate. You want vour police report to get buried 
very quickly in the paperwork files, never to see the light of day again. 

Preparing the Scenario. The amount of preparation this scheme will require cannot be 
overestimated. Every aspect of the plan must be appropriately. backstopped in great detail. Consider 
the details involved in establishing yourself with credibility as a tourist. A tourist from far awav will 
stay at a local hotel. This hotel should have been booked and paid for under the name and identity 
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you wish to assume. This can cause a problem because many less expensive hotels will require 
photo identification when booking a room. 


You can purchase a fake identity card in the name you want. but this can create a potential pitfall 
if the hotel does not simply look at the identification, but also writes down the ID details, or worse. 
makes a photocopy of the identification. Normally this detail would not be so critical, but 
remember, this method involves using law enforcement personnel. The last thing you want to 
happen is for the cop who takes the report to know that the particular hotel you are staying at makes 
a photocopy of the ID, and to complete his report, calls the hotel to get the license number of the 
bogus document. He will check it, find out it is a phony, and then come and arrest you. Remember, 
filing a false report, which is what this is, is a crime nearly everywhere. 


There are two ways around this. The best method is to stay at a nicer hotel, paying with a credit 
card in the name of your intended assumed identity. Obtaining a credit card in your desired name is 
simple using the Visa Buxx system. The Visa Buxx card is a preloaded Visa card that can be 
reloaded from time to time from a bank account or another credit card. Because it is not a credit 
card, no credit history is required, and the card can be used at all locations where any other Visa 
card is accepted. Complete information on this program can be found at: www.VisaBuxx.com. The 
second strategy would be to pretend there are "two" people traveling, and have the name of the 
person checking in — your real identity — and the name of your assumed identity, both listed on 
the registration for the room. 


Another reason for avoiding cheap motels when using this method is for simple credibility. Your 
story sounds a lot more plausible coming from someone staying at the Hilton or Holiday Inn than 
from the Fleabag Inn. 


Creating Your Persona. You want to present a nice, conservative image — no long hair or 
unconventional attire. You want to look like a typical tourist visiting the attractions. If you are 
pulling this scam in Orlando, Florida. look like someone who would be visiting DisneyWorld. If 
you are doing this in Los Angeles. look like you are one of the legions of tourists who are seeing the 
sights at Universal Studios. This also extends to staying at a hotel frequented by tourists at one of 
these attractions. One way to cover all of these bases neatly 1s to book a package tour to one of these 
or another destination. This way, you will have tickets, hotel reservations, and other minutiae 
already in your assumed name. Frequently this will obviate the need to show ID at hotel check-in 
because the tour company will handle check-in of its guests at the hotel. 


Careful thought needs to be given to your background. You will want to make yourself a resident 
of a far away state or even Canada. Never make yourself a resident of the same state where you pull 
the scam. The reason for this is that the officer taking the report. in an attempt to help you. may 
uncover your plan unwittingly. 


If you pull this scheme in California and you tell the officer you are from California, he might try 
to get your driver's license number from the California DMV to put on your paperwork. so you can 
more rapidly obtain a duplicate driver's license from the motor vehicle department. He can readily 
search his own state's motor vehicle files for your license by name. whereas he will not attempt to 
do this if you tell him you are from Maine or Canada. 
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Next, make sure vou are familiar with your "home" state. You will arouse suspicion if you tell the 
cop you are from Wisconsin, and just your luck, so is he. but you cannot answer the simplest of 
questions about your home town or state. and you seem to have no familiarity with anything from 
Wisconsin. In the age of the Internet, there is simply no reason for not doing your homework. You 
can get a wealth of current information on any place by reading out-of-state newspapers online. and 
also going to state and city tourist bureaus online and ordering their brochures. 


| cautioned you to remember that police officers are not stupid. Unlike bureaucrats in ID offices, 
who will comply with your requests if everything is in order. police officers develop a sixth sense to 
know if a story is genuine or not. They must have this intuition as a requirement of doing their jobs. 
Cops have to make life-or-death determinations in an instant, and if your story doesn't hang 
together, you stand a good chance of being caught. 


Once you have determined these aspects of the plan, you need to practice telling your story. lt 
needs to sound convincing, with the right amount of anger and despair. Anger that some low-down 
jerk stole your wallet and ruined your vacation, and despair over what you should do next. The 
details need to be consistent. Map out where you want to say that your wallet was probably stolen. 
and what was inside of it. Make sure this part of the story is accurate and does not vary. You want 
your regurgitation to be accurate, but not sound rehearsed or practiced. The good news is that once 
the police officer has bought your story, his attitude will shift to one of protector. He will offer you 
compassion, be angry that it happened to you, complete the report, and tell you what to do. 


In some places you will get a bonus with the police report. The officer may refer you to a crime 
victims’ organization, which may provide you with an additional letter you can use when going to 
get new identification. 


Phase Two: Crime Victim to a New Identity 

You now have the all-important paperwork from the police department and possibly also from a 
crime victims" organization. The next step is turning this paperwork into the beginnings of a new 
identity. This can be achieved via two methods. One method involves using just the police report as 
the basis for obtaining new identity documents. An alternative method combines the police report 
with more conventional methods of identity changing. Each method has some specific benefits and 
possible complications. 


Using the Police Report Only. The advantage of using the police report as the sole basis for 
obtaining new identity documents is that you will not have to present any forged instruments 
birth certificates, baptismal papers. etc. — when you attempt to get a new identity. Your police 
report is genuine and it can be verified with a simple telephone call to the officer who wrote it. The 
police officer who makes the report will give you his business card, and you should make a point of 
presenting this to the bureaucrat at the motor vehicle department. 


Your general strategy should be as follows: You are a tourist from a far away state, and your 
identification has been stolen. This is validated by official, verifiable paperwork from the local 
police or county sheriff's department. Your story at the motor vehicle department will be that you 
need to get a piece of photo identification right away so that you can make your trip back home. 
This is where the increased screening requirements for plane travel can help you obtain your new 
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identity. You can tell the clerk at the counter that you must get some sort of photo identification or 
you might not be able to make your flight back home. 


This is where one must pay close attention to detail. You do not attempt to obtain a driver’s 
license. This could raise suspicion. What you urgently need, because you were robbed. is a state 
identification card. If they ask if you had a license from your home state. say “no.” You could have 
a story about how you were injured in a car accident years ago and have never driven. A cane can 
be helpful with this. 


All states have various identification requirements for issuing their documents, but they also have 
the ability to make exceptions in cases such as yours, in which you have documentation as a crime 
victim. Many states will be able to issue you a new identification card solely on your birth 
certificate. This may seem to defeat the purpose of this method of creating a new identity, but in 
fact, it dovetails with the second way of using the police report to establish a new identity. 


Police Report and Birth Certificate. In some states, the motor vehicle clerk will say something to 
the effect of "I would really like to help you, but I need a copy of your birth certificate as well. If 
you can come back with both your birth certificate and the police report, it will be no problem. I am 
really sorry about making you have to do this after being robbed. but it 1s a state law.” Believe it or 
not, this should be music to your ears. Why? Because it means if you come back with a credible 
counterfeit birth certificate, it will be accepted at face value with little or no scrutiny, because you 
have a police report. 


This is the real benefit of this method. The ability to produce high-quality counterfeit birth 
certificates is easily within the means of most identity changers. Numerous books — including my 
own, The ID Forger — explain how to do this. So you would prepare, in advance, a birth certificate 
to be used when you execute the new-identity plan. But once again, you need to pay close attention 
to detail. If the clerk says that you must get a copy of your birth certificate, you will need to do so 
quickly. When you return to the office the next day or the day after, you will want to have it seem as 
if you had your new birth certificate express-mailed to you, either from someone “back home” or 
from the state vital statistics bureau. You will want to come into the office with evidence of this. 


Arrange to mail a copy of your birth certificate to yourself at the hotel. This can be done via 
Express Mail, Federal Express, or UPS. The advantage of the last two options ts that you can fill out 
the air bill with the appropriate return address, drop it in a local drop box, and the next day your 
certificate will be delivered to your hotel in a FedEx/UPS envelope. You bring the certificate to the 
motor vehicle office in this envelope when you return. This adds further credibility to your story. 


The fact is, this is a regular occurrence, and if all of these bases are covered, and you prepare 
well, you will have few problems. There are a few other considerations that should be kept in mind. 
Some states require that all drivers’ license applicants have a Social Security number, and they 
verify the number online to make sure it matches the name of the applicant. States such as these 
should be avoided. You can determine if a state does this by calling or checking at the state’s web 
site, under motor vehicles. Nearly all states have their motor vehicle departments online. If you call, 
you could even explain what your situation is and find out what the particular requirements will be. 
In later chapters, we will examine some of the new controls in place after the terrorist attacks 
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(Chapter 13), and also ways to deal with the requirement to produce or provide a Social Security 
number (Chapter 3). 
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CHAPTER TWO 


New Identities, The Police, and Fugitives 


Many users of new identities are people who, for one reason or another, become fugitives from 
justice. These people run the gamut from individuals wanted for local traffic warrants or other 
minor crimes, to those being sought for murder and armed robbery. The media frequently carries 
stories of fugitives who are caught by law enforcement after having been free for many years. 
Anyone contemplating using a new identity because of problems with the law needs to understand 
how law enforcement agencies search for fugitives, and what steps they must take with their new 
identity to avoid capture. 


Not all fugitives are created equal. No massive search is mounted for people who are wanted for 
traffic warrants or other relatively minor infractions. No dragnet is mounted for disorderly conduct, 
minor assaults, or most nonviolent crimes, unless the monetary loss was considerable. On the other 
hand, a real effort 1s made to locate people who are fugitives because of murder, armed robbery. 
sexual assault, major drug crimes, and nonviolent offenses where the dollar amount lost is large. 


How do police go about searching for someone? Initially, when a crime is first committed, 
responding officers attempt to apprehend the suspect. If they are unable to locate the suspect in a 
few hours, the case is turned over to detectives. Detectives will then talk to the victim and other 
witnesses. They will also contact friends, relatives. and other known associates of the suspect in an 
attempt to apprehend him. Sometimes, detectives will stake out a known hangout of the suspect, 
hoping he will show. But this can only go on for so long. After a while. more recent cases must be 
investigated. At this point the case will be assigned to a fugitive recovery unit. 
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The U.S. Marshals and the NCIC 


In the United States, the agency with primary responsibility for the apprehension of interstate 
fugitives is the U.S. Marshals service. They work around the country with local police and state 
police departments. In many jurisdictions, they form multi-agency teams who actively seek known 
fugitives in the area. The U.S. Marshals should never be underestimated, especially if you are 
wanted for serious offenses or federal crimes. Fugitive apprehension is not just a sideline for them: 
it is their primary reason for being. 


Police agencies use a number of computer systems to help them locate fugitives. The most 
important one is the National Crime Information Center (NCIC). The NCIC is the fugitive's biggest 
enemy, because it makes a warrant issued anywhere in the country instantly available to cops 
everywhere. 


The NCIC has numerous databases including the wanted persons index. Anytime a warrant is 
issued for a serious misdemeanor or felony, it is also placed on the NCIC system. The only warrants 
that do not get listed here are for minor, nonextradictable offenses. These are offenses where the 
state will not pay to have you held in another state and returned for trial in the jurisdiction where the 
warrant was filed. Warrants for minor driving offenses, being drunk and disorderly, etc., will not 
normally be posted on NCIC, only on local or statewide computers. 


When the police stop an out-of-state individual during a routine traffic stop, the name and 
birthdate is run against the NCIC wanted person index. If a tentative hit is made, the officer calls up 
the rest of the warrant file to make sure that other items such as height, weight, hair color, sex, and 
race match. This is done because people with common names could be falsely arrested and sue. 
Over 600,000 arrest warrants are listed on NCIC at any one time. 


For less serious offenses, a listing on NCIC can be the extent of the "search" for an individual. 
The police know that most fugitives will be caught if they just wait. They also know most fugitives 
do not go to the trouble of changing their identity. Fugitives wanted for more serious crimes, like 
murder, armed robbery, sexual assault, and fraud over $100,000, will be subjected to a more 
intensive search. 


The Relative Pitfall 


The marshals will compile a file of all of the suspect's relatives, their telephone numbers and 
addresses, and other useful biographic data. They will be particularly interested if the suspect has 


any brothers or sisters close to his age that he could use for a second identity. The following 
example is illustrative. 


A few years back a woman who had been the treasurer of a small town was discovered to have 
embezzled hundreds of thousands of dollars. She disappeared without a trace, and even her own 
family had no idea where she was. A few months later, the authorities arrested her in Texas. How 
did they find her? It turned out she had borrowed her sister's identity without her knowledge. She 
had written away for a duplicate birth certificate. and with this had obtained a replacement copy of 


her sister's Social Security card. With this documentation, she went to Texas and got a Texas 
driver's license and started her life over. 
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The marshals have seen this ploy many times. When they investigated this woman, they ran a 
fifty-state search for new driver’s licenses in the name of her sister. Since her sister had never lived 
in Texas, it made no sense when the Marshals discovered a license for her in Texas. They knew 
right away that the search was over. 


If the marshals believe your family and friends are helping you stay on the lam, they will get 
telephone taps and mail covers of their incoming mail. Many fugitives are caught this way. If the 
fugitive has wire transfers sent to him by relatives, they can also be detected this way. The same is 
true if a relative allows the fugitive to use one of their credit cards to pay expenses. In short, if the 
Marshals believe your family is assisting you, they will place surveillance on them to locate you. 


Marshals will also make note of birthdays and major holidays, and just might make a swing by 
your parents” or sister's house at those times to see if you show up. It sounds laughable, but each 
holiday season many fugitives are rounded up this way. 


Marshals will also make a list of places they might think you have gone. This list will be 
compiled from discussions with relatives, friends. former colleagues, etc. If you always told 
someone that you would decamp to Honolulu if you got a chance, rest assured that the Marshals 
will notify their Honolulu office and the local police will be provided with a circular about you. If 
you bought airplane tickets to a destination a few months before you disappeared, they will learn 
this as well, and look for you there. 


Cutting the Link Between Old and New 


The key to survival for the fugitive new-identity seeker 1s to create a new identity, which 1s not 
based on anything that could link the old and new together. This is critical — no names of relatives, 
no keeping the middle name, etc. It also means that there can no longer be any direct contact 
between you and relatives or friends back home. All contact should be via an intermediate mail drop 
or the Internet. We will go into more on how the Internet can be used to enhance a new identity in a 
later chapter. 


As a new-identity seeker, you need to make a list of all the locations where you have relatives and 
friends, and places you told people you would want to visit or live. These places need to be avoided 
at all cost. Another excellent strategy is to leave false clues about places where you have no 
intention of going. One way to do this is to get plane schedules or brochures about certain cities. 
Just don’t overdo it and be too obvious — the cops might spot a set-up. 


Once you have gotten to your new locale, you must avoid ever being fingerprinted, especially if 
the police already have your prints on file. If you are arrested and fingerprinted, your new identity 
will be exposed quickly. This means giving up whatever criminal activity got you into this 
predicament. The good news is that if you become a law-abiding citizen and follow carefully the 
guidelines in creating your identity, you will become one of the small percentage of fugitives 
wanted for serious crimes who are never caught. There are two reasons for this: First, it takes about 
six months for a case to cool off and the more recent cases occupy officers” attention. Also, because 
you are no longer committing crimes, no new information is coming in. The resource limitations of 
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police agencies means assets are assigned where there 1s the greatest chance of result. When you are 
no longer dangerous, the impetus to catch you declines. 
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CHAPTER THREE 


The Social Security Number 
and New Identities 


Most identity changers want desperately to get a new, valid Social Security number. A new, valid 
Social Security number can make many aspects of life easier. The individual can work under the 
new identity with no problem, establish credit, and even collect Social Security benefits at a later 
date. In theory, anyone with the necessary documents should have no trouble receiving a new Social 
Security number. The reality is far different. 


The Social Security number (SSN) is the de facto national identity card in America. With just this 
number and nothing else, numerous records about anyone can be quickly accessed. Most of this use 
of the Social Security number as a universal identifier happened outside the formal jurisdiction of 
the law. Consider the use that banks and credit bureaus make of the number. Credit bureaus use the 
number as a file identification tool. The credit bureau computers segregate individual files from 
each other via the Social Security number. Banks use account approval services, such as TeleCheck 
and ChexSystems, to verify that an applicant doesn't have a history of bounced checks. These 
systems use the name and Social Security number as file identifiers. 


Many states use the Social Security number as the driver’s license number. This 1s a grey area of 
the law. No laws specifically authorize this, but federal law does not prohibit it, either. Health, auto. 
and life insurance companies frequently require and use the Social Security number as a file 
identifier. State boards of worker's compensation frequently use the number as a file identifier, and 
many state licensing agencies use it for such items as business licenses, professional credentials, ete. 


The federal government uses the Social Security number as the employee identification number 
for all federal employees, and the military makes the service number of the individual the Social 
Security number. When an individual files for bankruptcy in the federal courts, the Social Security 
number is used as an identifier on the bankruptcy petition. 
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The Social Security Administration is well aware of the power their assigned number has over the 
lives of most Americans. As a result, they have made it very difficult for an adult to get a new 
number unless they fall into one of a small number of categories. The Social Security 
Administration has also initiated procedures to discourage most new-identity seekers from even 
considering applying for a new number. Nevertheless, there are ways around these procedures. 


Obtaining a New Social Security Number 


In Appendix | is a reproduction of the application materials for a Social Security number. Some 
things need to be noticed. First. all applicants eighteen years of age and over must apply in person at 
the Social Security office. It is mandatory that an interview be conducted with the applicant. 
Another change is that if the applicant is under eighteen years of age, the Social Security numbers 
of the parents must be provided. This can be circumvented if the parents are illegal immigrants or 
visiting foreigners who do not have Social Security numbers. But once again. these are land mines 
designed to trip up the unprepared. 


The applicant for a Social Security card will normally be required to present their birth certificate 
and a piece of photo identification. These are scanned into the computer along with the application 
form. If everything is in order, the application is signed off then and there, and no further 
verification takes place. In three weeks the applicant is mailed a new card from Social Security 
headquarters outside of Washington, D.C. 


If there are doubts about the authenticity of the documents, the Social Security Administration 
can request verification of the birth certificate and driver's license with the issuing authorities. This 
will take a few weeks. However, in some cases, if the birth certificate is found to be false, the state 
that issued the driver's license will be notified and the license will be cancelled. 


So how can a person obtain a new Social Security number? The Social Security Administration 
will assign you a new number if you can show that you have been the victim of identity theft. 
Nearly one million Americans will be victimized by this crime in 2002, and the Social Security 
people will be forced to address this issue. This 15 especially good news for people who use the 
legal method of identity change. 


Establishing Evidence of Identity Theft 

Assume that you have changed your identity by the legal method and want a new Social Security 
number. The first step you must take is to make it appear as if you have been the victim of identity 
theft. This stage of the plan should be carried out under your current name, not the new name you 
have received under a name-change order. The Social Security Administration becomes suspicious 
if you attempt to get a new number with a new name at the same time. This will involve filing the 
necessary police reports and doing other paperwork to establish your case. 


Before you can create this evidence, however, you need to understand how credit bureau 
computer systems work. Credit bureau computer systems use the Social Security number of the 
individual as the primary file retrieval tool. When someone applies for credit. their background is 
checked against information already in the credit bureau computer system. The files are searched by 
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Social Security number, and when a match is found between the Social Security number being 
searched and a file, the file is recalled. 


At the same time the file is recalled, the address data on the file is updated to reflect the address 
used by the applicant. In other words, if the address in the file is 123 Main Street. but the applicant 
now lists 555 Mockingbird Lane, the Mockingbird Lane address will now be listed as the current 
address, and 123 Main Street will now be listed as a previous address. 


Identity thieves have long exploited this aspect of credit bureau computer systems. Once the 
address has been altered, which happens the first time it is inputted, new credit applications can be 
made with this new address and 1t will arouse no suspicion with the creditor. Identity thieves can 
have new credit cards sent to this address and the victim never knows about it. One indication of 
identity theft is the listing of addresses on the victim’s credit report that he knows nothing about. 


You can exploit this feature of the credit bureaus to create evidence of identity theft. Simply fill 
out a few credit card applications listing an address in another city. These are best done online at a 
credit card web site that offers instant credit decisions. Your credit report will be pulled 
immediately and the new address will go right into the system. Do this from a public Internet café, 
not from your home computer. A couple of weeks later, request a copy of your credit report, and 
these spurious addresses will appear. Now call the credit card companies where you applied, tell 
them the credit application was fraudulent, and file a complaint. Make a copy of this. Also file a 
complaint with your local police department, and with the Federal Trade Commission. A sample of 
the Federal Trade Commission's identity theft complaint form is reproduced in Appendix 1. 


Once you have this legal paperwork, go to the Social Security Administration office. From your 
paperwork they will attempt to establish two criteria: first, that someone has misused your Social 
Security number, and; secondly. that you have suffered some harm from this. This harm could be 
denial of credit or employment, the inability to open a bank account, etc. After this has been 
established, they will issue you a new number. In a few weeks you will receive a new card in the 
mail. Once you have received the new card, then go to the Social Security office and apply to get 
your new name on the card with the new number. This is routine if you have your court name- 
change order. Viola! You now have a new Social Security number in your new name. 


Juvenile Application Method 

Another method of obtaining a new Social Security number is to use the juvenile application 
method. You apply claiming to be a teenager, but with the same name as yours. This works. because 
when employers send in Social Security contributions, they go in only by name and number. The 
Social Security card itself doesn't have any indication of age on it. To further make this issue 
congruent, you make the month and date of birth of your teenage self to be the same as yours, with 
only the year being different. You may not be able to start collecting Social Security benefits when 
you turn sixty-five, but this is not an important consideration for new identity seekers. 


Juvenile applications can be done by mail. The only stumbling block is to have the Social 
Security number of at least one parent; the mail-in application will arouse no suspicion if you have 
this. You could make yourself the parent, and create a son or daughter with the name you wish to 
assume. The other parent could be a foreign national. To do this you will need a high-quality. 
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forged birth certificate. Details on how to forge a birth certificate are provided in other books listed 
in the Recommended Reading at the end of this book. 


A New Identity via Identity Theft 


Identity theft is the fastest growing crime in America. Nearly one million people will be 
victimized by this crime in 2002, and the numbers are growing by nearly fifty percent every year. 
What exactly is identity theft? In short, identity theft occurs when someone else appropriates your 
personal identifiers — name, birthdate. driver's license, and credit history. and then passes himself 
off as you. Most identity thieves are seeking only short-term financial gain. The common practice of 
identity thieves is to obtain new credit cards and loans in the name of the victim, max them out. and 
then skip town before the victim ever knows what happened. Complete information on this aspect 
of identity theft, who is doing it, and steps you can take to protect yourself are given in /dentity 
Theft: The Cybercrime of the Millennium, by John Q. Newman. 


A natural question would be: Is it possible for an identity thief to steal another person s identity. 
then live under that identity long-term. and not face detection? In effect, to create a new identity via 
identity theft? The answer is yes. provided the identity thief is very careful. Certain precautions 
must be taken, but in some ways, this can even be a preferred method of identity changing. 


The advantages to new-identity creation via this method are clear. The person being “created” is 
real. As a result, all of the foundation documentation is legitimate. The birth certificate 1s real — no 
need to create forgeries here. The individual has a real Social Security number, which can make 
numerous activities easier. The disadvantage to this method is that the real person is also out there 
in the world and care must be taken to avoid crossing their path — both physically and 
electronically. 


Choosing a Target 

The key to making an identity change via identity theft work is carefully choosing the person you 
intend to become, doing complete background research on that person. and then being very careful 
in the steps you take in the future. Let us consider the type of person that can be successfully 
“cloned.” 


This individual needs to be a pillar-of-the-community type — no criminal record, and not high- 
profile. He needs to be one of the faceless millions who goes to work every day. pays his bills on 
time, and is not the subject of court litigation. This person should never be on the evening news. 
This individual should live far away from where you do, and certainly be out of state. He should 
also not live anywhere near where you intend to live in the future. 


How can you find a person like this? Your own life experience will probably give you a nucleus 
of people to consider as potential prospects. Former classmates. old buddies, acquaintances from 
church or other places. You can sit down and make a list. Once you have the names of about five 
prospects, you will then start confirming what are known as base identifiers — birth dates, full 
names. addresses, etc. This is very important because it will allow you to make detailed record 
searches to conclusively determine if any of these people are good prospects. 
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For each person, you will need to determine if they have a criminal record, have any warrants 
outstanding, have a good driving record, and where they have lived over the last ten to fifteen years. 
This last item is very important, because it will let you know which state data systems the target has 
had files in. For example. if your target has lived in Oregon, Idaho. and Washington State. you 
know that there is a very good possibility that they will have had driver's licenses and voter 
registrations in these states. If you later assume this individual's identity. you want to avoid these 
states. 


It is quite easy to check for criminal records on most people. Numerous online record search 
firms offer these services. You will also need to determine the subject’s Social Security number. 
This is also readily done via one of these firms. Once you have the Social Security number, you can 
then run a Social Security number trace, which will reveal to you the current and previous addresses 
of the target. Armed with this information, you then perform criminal-record searches in these 
locales. In some states, this can be done on a statewide basis because the public has access to the 
state computer record databases; in other states this must be done by county. Complete information 
can be found on this subject in Be Your Own Dick: Private Investigating Made Easy. 


Documenting the New Identity 

Once you have determined that the individual is a good target, you can write for a copy of their 
birth certificate. Once you have this, you can start to document this person in your desired new state 
of residence. This follows the classic identity-change model ~ voter registration, library card, etc. 
Then, you would obtain a state identity card and driver's license. However, some types of 
identification must be avoided. 


You can never get a passport with an identity built via this method. Passports are only issued by 
the U.S. government, and you would be exposed if the real person later on applied for a passport. 
Also. you cannot work under the Social Security number assigned to this person. Come tax time, 
there will be real problems if the IRS has income contributions from two different sources using the 
same number. There is an alternative to the Social Security number for tax purposes, and this will 
be discussed in the next section. 


The best use of a new identity made this way is as an interim measure until you can create a 
permanent new identity using the classic methods of identity changing. There is always a small risk 
that an identity created this way can be discovered. 


The Alternative to a Social Security Number 


Some new-identity seekers may prefer to completely avoid the Social Security number problem. 
The use of a number of convenience -- a potentially valid, made-up Social Security number — can 
have problems over the long term, particularly if the user is holding traditional employment. After a 
while, the employer will receive a notice that the number does not match the employee name, and 
that they should get it corrected. This usually does not cause much problem, because this happens 
all the time. Earlier we examined ways in which someone can receive a valid number in any name 
they want. But what if one wishes to avoid all of this hassle in the first place? 
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The IRS and Illegal Immigrants 
There is now a solution to this problem, provided by the government itself. To understand why 
and how. we need to look at the massive problem of illegal immigrant workers in the United States. 


There are nearly ten million illegal immigrants living right now in America, and six million of 
these people are in the labor force. One recent study estimated that 25°o of all household domestic 
workers and nearly 10% of all restaurant employees in the United States are illegal immigrants. 
This was driven home acutely in the aftermath of the World Trade Center attacks. when numerous 
restaurant and janitorial employees who perished were discovered to have been undocumented 
workers from Mexico and Central America. 


In some parts of the United States, nearly half of the restaurant, janitorial, and domestic 
employees are illegal immigrants. It is clear that if these people were deported en masse tomorrow. 
the economics of places such as Southern California and South Texas would cease to function. 
Employers in these locations commonly look the other way when presented with false documents to 
establish employment eligibility. 


When these illegal immigrants work, they provide their employers with false Social Security 
numbers. Payroll deductions and Social Security contributions are made under these numbers. 
Eventually the employer receives notification that the names and numbers do not match. In many 
instances, the employer simply ignores the notices, as they knew from the outset that the employee 
was probably not in the country legally. 


This widespread use of bogus Social Security numbers creates problems, particularly for the real 
person whose Social Security number has been appropriated. It has also created problems tor the 
Internal Revenue Service, who gave tax refunds to illegal immigrants. This practice stopped in 
1995, when the IRS began verifying the name with the Social Security number on all tax returns. If 
the name and number do not match, the return is rejected and all deductions are disallowed. 
However, this created a new set of problems. 


The ITIN 


The IRS realized that they have no interest in the immigration status of anyone working. Their 
sole interest is in collecting taxes and not having the tax collection system gummed up with millions 
of bogus returns. To solve this problem and to face the reality of millions of illegal immigrant 
workers, the ITIN, or Individual Taxpayer Identification Number. was created. This number is a 
nine-digit number just like the Social Security number. It can be used by employees on their tax 
returns, and by an employer remitting payroll taxes. The immigrant can file a tax return and get a 
refund, but it is not a Social Security number and cannot be used for Social Security benefits. 
Anyone can get this number, which is issued by the IRS. 


On the next few pages we have reproduced the application material for this number. Although 
this number is technically only for those who cannot get a Social Security number, it is useful for 
privacy hounds who do not want their Social Security number used by an employer. The ITIN is 
ideal if you are an identity changer who will start your own business, work as a contract employee, 
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or receive royalty income. This number allows you to receive taxable earnings without any trouble. 
Many banks will now also accept the ITIN in lieu of a Social Security number when opening up an 
account. If you work as a contract employee. you simply give this number to the firm paying you. If 
you own a business and make yourself an employee, you use this number on the carnings you pay 
yourself. This number also comes in handy for all those nongovernmental forms that ask for a 
Social Security number. Most places will not realize the difference. 


The 1.D. Master 
Little Known Tactics of Identity Change Professionals 


24 


es W-7 


(Rev (October 1999) 


Ueparimen! ol the. Irasurg 
merma Revenue Senn. e 


Before you begin: 


e This number ts for tax purposes only Do not submit this form if you have orc are eligible to 
obtain, a US social security number (SSN) 

è Receipt of an IRS individual taxpayer identification number (ITIN) creates no inference regarding 
your immigration status or your right to work in the United States 

e Receipt of an ITIN does not make you eligible to claim the ear ned income cream (LIC) 


Application for IRS Individual 


Taxpayer Identification Number OME Ne 1845-1488 
> See instructions. > Please type or prim 
individuals who are NOT U.S citizens, nationals, or permanent residents 


FOR IRS USE ONLY 


Reason you are submitting Form W-7. (Check only one box Seo instructions ) 
a E Nonresident alien required to obtain IHN to Claim tax treaty berefit 


b DO Nonresident alien fling a US tax return and not eligible for an SSN 


US resident alien (based on days present in the United States) filing a US tax return and not egbe for an SSN 


cule 
aLJ Dependent of U 
e LJ 
(NR 


Other (specify) 


S person | Enter name and SSN of US person [see instructons} > 
Spouse of U S. person 1 


1 Name 


XE 8M pietas y 


Nam at berth ! 


ontlereat TE » 


la Las! name [surname or tarry name] Forst rame 


Mildu nam 
ra -ame | - -> =- - 
1b Las! name (surname or tamuy name) Pers nana | Madi nami 


2 Permanent 
residence 
address, if any 


(Sec eratrir tons? 


"rect address apartment nomber orc rural route number Do not use a P.O box number 


—Á— 


City or tower state or prayince and country touge ZIP code or post 


orc wert appropriate 


c — ze 


3 Mailing address 


|! different trom 


Stee address apartment numpec PO box ^umbi on utat route norme 


E Wy ortuen SIR or province and country Incione ZIP cone pr posta cooe where apimpriani 


above) 
4 Birth Date o! bth month Way year County of bath 7 Toy anes State or provi Gt [optieegr) | jJ MR 
information ‘ | 5 O Fema 
—_ Father s last naire tsurname First rame Maádic cam 
6 Family 
information Moines s maiden name sureme) Fust nam M itdir: ^ 
"-— i 7a t 0.0trylies) of Citizenship i | Tb Fore qn fax ident! c ation number T Te Type o^ U S yy ! anys ane exp raton dati 
7 Other ; 
information f 7d Wienticapon aot iments) submitted ‘see instruct ons, g didis i " 
O Passport [aj Bayer s liceme/stute ! D Oo INS documentation (i Other 
ssued by E Number "^ 


Je Have you previously received a LS temporary Taxpayer tdenthe ation Number (TIN or Emproye: I1dentihic ihi Numner (EINIT 


CJ No/Do not know Skip linc 7! 
D ves Complete tine 7 


eed more space Ist on a shpe nd attach ta this farm (Sec instraetions ] 


" TIN 000-00-0000 en DO -DOOQODODOO 


Enter tre name under which rhe TIN was sues Enns ti name jeder whi h the EIN was issu 


Sign 
Here 


Keep a copy of this 
form for your 


JE oes LOU = 


Under penaries pf perjury E fapplicantOegate acceptant e agent; decsme Tant lave examined ths gpplicanon nclucing 
accompanying «uc urmentation dad statements and to the best of my kbowierige anu biela E tos tue comet and cnmpiete I 
authorize the IRS to disclose to my acceptance agent rerums or ATLA ntormation per essery to resolve matters regarding ts 
assigoment of my IRS individual tixpayer iGeniticaioni number ITN, 


) Dine of applicant (f dee gato «ee nstructions] De (month Gay year Phone number 


> Name nl delegate. if appiicatie [type or pra) Dclegati s relatioansnip ) [is] Purent [ij Guardian 


record [2m at, 

Sim = = ia ta) Power of Arromey 
Acceptance T > apaun: Date (month day year! 
Agent's a A m | eee i DEN 
Use ONLY > Name and title (type or print! Name of company 


For Paperwork Reduction Act Notice, see page 4. Cat No 102791 Forn W-7 ies 10 99) 


Lom W-/ (Rev 10 991 


Chapter Three 


The Social Security Number and New Identities 


General Instructions 
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permanent residence or US employment 
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an SSN Or you are rig t.e to oblan an SSN 
Thos do not complete ths form you arte a 
L 5 cobren or natotdt off you have been 
law. y admitted for permanent residence ot 
LS employment 


To obtain an SSN got Form SS-5, 
Appi cation for a Social Securty Card To get 
Form S5 5 or to finc out if you are tig ble ty 
obtain at) SSN contact a Social Sec uty 
Admimstrauon office 


f you have an application for an SSN 
pending do not tie Form W 7 Complete 
Form W / only i! the Sonat Secunty 
Administration nobles you that an SSN 
Cannot be issued 


Additional Information 


Publications f or detads on resident and 
nonresident alien status and the ests for 
residence unctuómg the substantial presence 
lest) ger Pub 519 

For gela s on indiviGua s who can be 

ameg as dependents and on obtam ng an 
SSN tor a dependent get Pub 50° 

For details on eugibibry for the esirec 
income credit get Pub 596, Earned income 
Cret 

These publicat oas arc avalabi tree from 
the IRS To order ine pubicat ons call 
1 800 TAX FORM (1 800 829 4676) if you are 
nthe cated States tf you have a foreign 
4Jdress, you can write IG 

Eastern Area Distiibut on Center 

PO Box 85014 

Richmona VA 23261 5074 

Yoo can a'so get these public avons using a 
Lomputer and modem On the Internet you 
(«an go this n two ways 

Word Wite Web Connect 16 www irs gov 

tle transtet protocol Connect to 

tows gov 
Telephone help. if after reading these 
malas tions and our free pubications you are 
not sure iow lc Complete your application or 
Have additional questions you may call for 
iss ane 
e rude tie ,Jared States * 800 829 1040 
Is service s avalan e 24 hours a day 7 
days a week from Jacuary 3. 2000 through 
Apri 17 2006 Beginning Api 18 2000 tnis 
Service ts avadabe Monday throaah Saturday 
from 10) am unm 1100 p m Iata ime 
Holiday hours may vary 
€ Outs de the United States 1 215-516 ITIN 
(215 516 4446, This e nct à Toll tree numo 
You may also Comat’ any ol qur overseas 
of ces in Beria London Meoaco Coty Pans 
Rome, Singapore ot Toxyo 


How To Apply 


You can apply either by mar or n person 
Sec Where To Apply on this page Keep a 
copy tor your records. Be sure To mal or 
beng with you 

€ Your comp eed fern W 7 and 


e The onginal documents or cerbil ed or 
notatizec copies of documents that 
substantiate me inbormation provided on the 
form W 7 

The document(s you prese mast De 
Canet ana must verify (a) your identity. thal 
*S COonlaidi yOur name qnd a photograph and 
(b) suppor your c aim of foreign stalus You 
may have lO provide a combination at 
doc uments for t purpose Examples of 
acceptable Jocumer tso iude but are not 
imed to 


€ ^ passpon 

e A drivers lir ense 

e Documents issued by the US Imm gration 
and Natural zabon Service (ENS) 

e An identity card issued by a state or 
national goviirnment authority 


e A foreign military or military cependen! 
meni cat on cara 


e A loreign voter regisuation certificate 
e Birth. marriage. or baptismal certificates 
* School records 


You can submit copies of anginal 
documents However such documents must 
{ue 


e Cenifed by the rssumg agency ot official 
custodian of the original record or 


e Nolarzed by a US notary public legally 
authorized within his or her local jursdrclion 
fo ceraty that the document is a true copy ct 
the org nal To do iis. the notary must see 
the vabi onaitered anginal document ang 
verily that rhe copy contorms to the or ging 
US notanes public are avaiable at US 
emosassies and Consuales worlc wide 

Non US notanzations wih not be accepted 


When To Apply 


Complete * orm W 7 as soon as you meet 
one of the requirements listed under Who 
Must Apply on this page Applying early will 
give the IRS Ume to issue you an ITIN before 
ts required ose 


M you have not heard trom the IRS 
regatd ng your ITIN within 30 days you may 
can 1 800 829 1040 tin the United States) or 
1 215 516 4846 outside the United States! lo 
find out about the status of your application 
Be sure to nave a copy of your application 
available when you call Please allow 30 days 
trom rw date you submitted Form W 7 
before cati. ng tne IRS about the status of 
your application 


Allow 4 to 6 weeks tor the IRS ta noufy 
you A wing of your ITIN 


Where To Apply 


Applying in person. You can apply for an 
FTIN al any IRS wath. n office in (ne Unites 
Stales and at most IRS offices abroad 
(contact the IRS office abroad to find out if 
that office accepts Farm W ? apphscatiuns) 
You can alsa get apphr auon forms at certain 
US consular offices 


You Can also apply through an acceptance 
agent authonzed by the IRS 


Applying by mail. Complete Form W 7 sign 
and date it and mail the form along with the 
original or cert fied or rotanzed copies of your 
documentation TO 

Interna! Revenue Service 

Pniradelphia Service Center 

ITIN Unit 

PO Hox 447 

Bensalem PA 19020 


Onqina! coc uments you submit will be 
returnen to you You do not need to provide 
à return envelope Copies of documents wih 
nat be returned 


Specific Instructions 


The tollowing instructions are for those tems 
that are not sel! explanatory Enter N/A (not 
apphcable) on all hnes that do not apply If 
you are compieung tis form for someone 
else answer the quest ons as they appty tO 
that person 


Reason for applying. You must check a box 
fa indic ate the reason you are completing th s 
Form W 7 Check only one box 
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Corm W ? (ey 10 99) 


A e i EE 


a. Nonresident alten required to obtain 
ITIN to claim tax treaty benefit Certain 
Tonresident aliens must ablan an ITIN to 
Claim a tax treaty benefit even! they do not 
nave Lo fe à US (rx return 


b Nonresident alien filing a U.S tax 
return and not eligible for an SSN, Ths 
category ini tudes 


e A nonresident alien who mast file a US 
tax return to repon (came effectively o not 
effectively Connected with the conduct ot à 
tude or business m the United States. 


e A nonresident alien who vs thang a US tax 
relu only lo obtain a retand 


$ A nonresident aten e ecung to tle a US 
tax return jointly with a spouse who is à US 
liver or res dent 


c US resident alien (based on days 
present in the United States) filing a U.S. 
tax return and not eligible for an SSN. A 
toreign individua. lv i9 un the Unted States 
whe dues not have permission to work from 
the INS. and is thus melig te for an SSN 
may sul have à U S tax retarn fuma 
nhi gatioa Suc ni individuals must check mis 
box 


d Dependent of US person Ths is an 
nid vidudl who may be clamed ss à 
ut pendent on à US tax retur aed who is 
unable or not eligible to obtain an SSN 


Note, AUS person es a atzen Malal. or 
resident alien ul the United States 


e Spouse of U.S. person. This is a 
"nonrewgent a en husband or wife who is not 
Ming à US tax return finc.oding a joint etum) 
bul who may be claimed as a Spouse for an 
exemption. aud who is not esqibe to obtan 
un SSN 

F Other. Use thus box only d your situation 
does not fall into any af ihe above categones 
I you check this box you must describe in 
detal your ceason faoc requesting an ITIN 


SSN of US. person H you are applying for 
an HIN under category d or e above. you 
must provide the full name and SSN ol the 
US person Enter the information n the 
space provided [f the US person chooses lo 
provide Ths infarmalion in a separate etler 
be sure to enter Informative will be provided 
m separate letter in this space I thes space 
alen bank your application will be rejecteg 
The letter prov ded py Ihe JS person 
must identify the form W 7 to wtuch the 
mlaman relates and must include 


s The US person s full name and SSN and 


@ The name address date bf ninth and 
country of birth of the dependent of spouse 
35 shown on the Form W 7 


Mail the letter to the address shown under 
Where To Apply on page 3 


Note: ff ihe US person chooses this method 
the Form W of will not be processed until the 
intormation is received 


Lines 18 and 1b Enter your legal name nn 
ne Ta This entry should reflect your name 
asit will appear on your U 5 tax return i 
your ega name was different at bath enter 
on ne Tb your name at birth as nt appears on 
your birth c ertibcale 


Line 2 Enter your complete address n the 
caunuy where you permanently or normally 
reside IF you are damir a Denelit under an 
in Oe Fax (edly with tne Urmtied States, te 
address entered must normally be an address 
in the treaty County Include the postal code 
where apptopiriite 

Do not use à Post Office box or an. in 
cate OU (c/o! address instead of a street 
address. Howl nor be accepted 


Une 3 Enter your niading address ft s 
different from ihe address on ine 2 Ths is 
The address the IRS wI use to mail you 
written niotficatiian ol your LIN 


Line 4. Yo. must idently tne conntry in 
which you were born 


Line 7b. lt your country of residence for tax 
purposes has sued you à tax rdentilication 
number enter thal number on hoe Jb For 
example if you are a tesident ol Canada you 
would enter your Canadian Social Insaranee 
Number 


Line 7c. Enter ony US nonimmigrant visa 
nformation for example B 1/8 2 Also 
enter the expiration date of the visa 


Line 7d | you have a passport. use st to 
provide vento ation ol your identity and 
loreige statu. Check the Passpon box 


I! you du not nave 3 passport Use a 
daver s license ur official denbfic alan card 
issued by a US or foreign govetnmentar 
lnsida bon and check the appropriate box 


H you dte using documents issued by the 
INS check the INS documentation box 


H yov have none of the above, check, the 
bax for Other and specifically identify ine 
typels) of document you are using (for 
example enter mblary ID. for a millary ol 
mitary/dependeni identi anon card) You 
May have to provide more than one current 
documen! To venfy your identity and foreign 
stalus Al least one document you present 
should contan a tejen photograph 


You must provide the name Of the state, 
Country. or other issuer. and the identification 
number tif any) appearing on the document(s) 
you provide. You may be required to provide 
à branstation of dox uments in a Iengo 
language 


Line Je. if you ever received 3 ‘temporary 
Taxpayer Identficabon Number (TIN) ar an 
Empioyer Identification Number (EIN) check 
the Yes” box aad enter the number on line 
WOW you never had a temporary HN or an 
EIN, or you do not know your temporary TIN 
check the No'Do not konw box 


A temporary TIN was a nine digit number 
issued by the IRS to individuals belore 1996 
You wouid have been issued Uws number il 
you filed à US tux return and did not have a 
socia Security number This temporary TIN 
will appeal on any correspondence the IRS 
senl you concermng (nal return. You may 
nave been issued more than one temporary 
DN If so attach a separate sheet listing all 
the temporary MNS you rec ened 


An €IN is a rune digit number assigned by 
the IRS to busmesses sucr as sole 
propr etorstips 


Line 7f Enter in the space provided the 
temporary TIN and/or FIN and the name 
under wach ine number was sued 


Signature. Generally Form W 7 must be 
signed by the applicant However if the 
applicant a minor 14 years nf age or 
younger a devgate (parent of quarürn) 
should sign for him or ner Type or print the 
jelegate s name n fno space provided and 
check the appropriate box to ind.cate ine 
relationsmp to the applicant 


If tne applicant is aver 14 years of age the 
appli ant may appoint an authorizec agent to 
sign The authiorized agent must print his oi 
het name in the space provided for the name 
ot the delegate and must attach Form 2848, 
Power of Attorney and Deciarat on ot 
Representa! ve 


Paperwork Reduction Act Notice Wo asx 
tar the information on ins form to carry oul 
the merma! Revenge laws of the Umed 
States You are required ta give us (he 
information We need it to ensure that you are 
complying with these laws and lo allow us to 
howe and codec! the night amount of rax 


You are not required to provide the 
infr mation requested on à form that rs 
subject tu the Paperwork Reductinn Ac' 
unless the form displays a valid OMB control 
number Books or records relating to a lorm 
Qr its Instructions must be relamed as long as 
the r contents may ber ome maternal in the 
administration of any Internal Revenue law 
Generally tax returns anc return mtormatian 
are conf dental as requ red by Internat 
Revenue Cade secuon 6103 


The ume needed to complete anu file tms 
form wi! vary depending on individua 
arcumstances ne estimated average ume 
^ Learning about the law or the form, 13 
min Preparing the form, 29 miri Copying. 
assembling, and sending the form to the 
IRS, 20 min 


you have comments conc erming tnt 
accuracy of These UME estimates ar 
suggest os for making this form s.mpler we 
would be happy to neat fram you You can 
wt Ie to the Tax Forms Committee Westem 
Area Distiibution Center Rancho Cordova 
CA 95743 0001 DO NOT send the form tu 
this address Instead. see Where To Apply 
on page 3 
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CHAPTER FOUR 


The Delayed Birth Certificate 


A new wrinkle on new identity creation involves obtaining a real, valid birth certificate. This 
involves having the state issue you a delayed certificate of birth registration. Once this has been 
done, you can then proceed to use this document to obtain other real identification. The advantage 
of this method is that it nets you a genuine birth certificate that can later be verified. How does one 
go about getting a delayed birth certificate, and are there any drawbacks to using this method of 
identity creation? 


Universal birth registration is a practice that is relatively recent. Although most states have had 
laws on the books requiring universal birth registration for a century or longer, the reality was 
frequently different. In many Southern states, the birth of rural blacks was routinely not registered, 
and many births were not registered for one reason or another even in Northern states. Reasons for 
this could have been a child born out of wedlock, a child born of rape, or a child of a different race 
born to a white female. As a result, although it is not a common thing to meet people with no birth 
certificate, it is not an exceedingly rare occurrence either. 


The Vital Statistics Search 


Because of these facts. all states have a procedure whereby they can issue a delayed birth 
certificate to someone whose birth was not properly registered. This procedure always begins with a 
search of the vital statistics records. Typically the person will have some notion of what his 
birthdate and birthplace is. The individual writes to the state vital statistics bureau requesting a 
search of the records for his birth certificate. When no record is found, the vital statistics people will 
usually search a year before and after the birthdate for the record. When there is still no record 
found, the vital statistics bureau will then send a letter to the applicant certifying that a search of the 
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records was made and no certificate was found. This statement begins the process by which 
someone can obtain a delayed birth certificate. 


States vary as to the complexity of the process to create a delayed birth certificate. In general, the 
procedure involves the applicant submitting secondary evidence of their birth and age. This can 
include such items as school records, notarized affidavits from people who know the applicant, 
church or religious records, insurance policies, membership records, etc. Once all of the evidence 
has been received, it is reviewed. If the applicant has met the burden of proof, a new birth certificate 
will be issued. 


Choosing a State of Birth 


The strategy with this approach is to pick a state that makes the burden as small as possible. The 
second part of the strategy involves submitting documents that are difficult 1f not impossible to 
verify. At the end of the chapter is a reproduction of information from the state of lowa on the 
delayed birth certificate procedure in that state. Someone considering this route should write away 
to a number of states before deciding on which one to choose. 


If the applicant 1s successful, he will net himself a birth certificate. But this will not be a normal 
birth certificate. It will prominently say “delayed” certificate of birth across its face. Some federal 
agencies, particularly the passport office, may not be willing to accept this document until it is a few 
years old. Because it looks different, it clearly draws attention to itself. An individual using a birth 
record such as this should clearly have a good cover story prepared as to why his birth was not 
registered. Aside from this, it seems that the potential benefits outweigh any drawbacks with this 
method, provided careful attention is paid to details. For instance, use high-quality forgeries when 
applying for the delayed birth certificate, and be ready to answer any questions that might be posed 
to you by the vital statistics bureau. As usual, it is always best to create your new birth record in a 
faraway state, certainly not the one you are living in. This will avoid the possibility of your being 
asked to come down to the office in person. 
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State of lowa 


Terry E. Branstad, Governor DEPARTMENT OF PUBLIC HEALTH 
Christopher G. Atchison, Director 


Dear Applicant: 


When your birth in lowa has not been previously recorded, you may file a “Delayed Certificate of Birth.” 
Please submit the following items to file a Delayed Certificate of Birth. 


(1) A completed Delayed Certificate of Birth form which has been signed before a notary public by the 
person whose birth is to be registered. If the individual is under the age of 16 years or is legally 
incompetent, 1t must be signed by one of the parents or legal guardian. 


(2) Three documents (or copies of) which, when combined, verify these facts of birth. 
Full name at the time of birth 

Date of birth 

City/town and county of birth 

Mother’s full maiden name 

Father’s full name 


eee oc © 


The documents must have been established a minimum of five years prior to the request for Delayed 
Certificate of Birth for an individual age 7 years or older. 


Supporting documents for Delayed Certificate of Birth for a child under the age of 7 years must have been 
established at least 1 year prior to request. 


If the Delayed Certificate of Birth is requested for Social Security or Passport application, documents which 
were established early in life are more acceptable verification. You should also check with the above two 
agencies first to see if they will accept a delayed record of birth. 


Examples of documents which may verify the facts of birth are attached to this instruction sheet. 


The Clerk of District Court in your county can assist you with completing the certificate and can review your 
documents. 


The fee for processing and filing a Delayed Certificate of Birth is $10.00. An additional $10.00 fee is 
required if you wish to receive a certified copy. All fees are payable by check or money order to the 
Department of Public Health. 


The completed, notarized Delayed Certificate of Birth. supporting documents and fees should be mailed to: 
Bureau of Support Services 
Vital Records 
Iowa Department of Public Health 
Lucas State Office Building 
Des Moines, lowa 50319-0075 


Your Delayed Certificate of Birth will be processed approximately 15 working days after it is received at the 
lowa Department of Public Health. After viewing your documents we may require additional documents. If 
you have any questions, please call the Delayed Certificate Clerk at (515) 281-5872. 


LUCAS STATE OFFICE BUILDING / DES MOINES, IOWA 50319-00075 / 515-281-5787 
FAX # (515) 281-4958 / TDD-DEAF SERVICES #(515) 242-6156 
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Examples of Supporting Documents 


Birth certificate of a child. 


Religious record: Baptismal or confirmation records generally list full birth name and dates of 
birth. 


Family Biblic records. 
Military entry or discharge papers. 


Marriage Certificate: State or County certificate copy generally show age, birthplace, and name of 
parents. 


Employment record. 


School record: Available from the Area Education Association. You may contact your local school 
system to obtain the location of the Area Education Association Office for the school district you 
attended. 


Social Security Application: A copy of your original Social Security Application may be obtained 
by writing to: 


Department of Health, Education and Welfare 
Social Security Administration 
Baltimore, Maryland 21235 
1-800-772-1213 


Life Insurance Policy or Pension Plan: You may submit a statement prepared by the company 
which reflects birthdate and effective date of insurance policy or enrollment in retirement plan. 


Hospital or Physician Record: Copy of hospital/physician record which provides facts of birth or a 
statement reflecting the facts of birth which includes the date of original record. 


Cert. No. 
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IOWA DEPARTMENT OF PUBLIC HEALTH 
VITAL RECORDS SECTION 


Delayed Certificate of Birth 


Full name 
at birth 
First Middle Last 
Date of 
birth Race at __ Sex 
(Month) (Day) (Year) 
Birthplace lowa 
(City or Town) 
Full Birth- 
Father: Name place 
(State or Country) 
Maiden Birth- 
Mother: Name place 


(State or Country) 


Affidavit: | hereby declare upon oath that the above statements are true. 


Signature: Address » 
(To be signed by registrant if possible) 

Subscribed and swom to meon T E . 19 

My commission expires on 19 

(SEAL) 


Notary Public 
FOR STATE OFFICE USE ONLY 


ABSTRACT OF SUPPORTING EVIDENCE Date original document 
Name and kind of document and by whom issued and signed was made 

| 
| | 
3 | | 

INFORMATION CONCERNING REGISTRANT AS STATED IN DOCUMENTS 

Birth date or age | Birthplace Name of Father Maiden Name of Mother 

| 
2 
3 


Additional information: 


Statement of Reviewing Official 


I hereby certify that no prior certificate has been found in the County or State Registrar's Office for this registrant and that 
documentary evidence has been seen and read which substantiates the facts as set forth in the foregoing abstract. 


Signature 

Chief Bureau of Vital Records/Statistics 
CFN-588-0040 (2/88) Date 
CPA-27493 Filed 


USE BLACK INK OR TYPEWRITER RIBBON 
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CHAPTER FIVE 


New Identity and the AIDS Age 


“Wanted: one white male, 30 to 45, dying of AIDS or some other 
ineurapllemodasease, for financial partnership. Callos," 


An advertisement like this might appear in a newspaper classified section in the near future. It is one 
of the latest methods of identity changing, made possible by the AIDS epidemic. Tens of thousands of 
people are dying the slow, agonizing death of the late stages of HIV infection. These individuals are 
typically destitute — having exhausted all of their insurance benefits — and no longer able to work. 
These hapless individuals form one side of this new identity equation. 


On the other side of the equation are healthy persons — usually heterosexual, white males — who 
want a second chance at life. These men want to leave behind a troubled past that might include 
bankruptcy, divorce, or even civil and criminal legal problems. The traditional methods of identity 
changing do not interest these people because of the risk and enormous amount of work necessary to 
fabricate a new identity out of thin air. Nor do they want to use the classic “dead infant” method of 
procuring a new birth certificate. These methods also bring with them the risk of exposure. A forty- 
year-old man applying for his first Social Security card or driver’s license will face a lot of scrutiny by 
identification-issuing bureaucrats. One slipup and the new-identity seeker could be on his way to jail. 


Benefits and Advantages 


When two sides of this equation connect, a mutually beneficial outcome for each can result. The 
secker of the new identity can offer the terminally ill person financial security during those last days. A 
few hundred dollars a month will provide the opportunity to remain in one’s home, eat decent food. 
and live out the last days with dignity. 
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The seeker of a new identity obtains an identity that has already been documented with a real Social 
Security number. driver's license, and other documents. After the real owner dies. or even before, the 
new-identity seeker can step into this ready-made identity with a minimum of fuss. 


What are the advantages of obtaining a new identity this way? The odds are very good that, with the 
exception of the medical problem. the acquired identity has no serious negative records or other 
drawbacks, such as outstanding arrest warrants or criminal records. Any financial black marks, such as 
late bill payments. were probably due to the illness. The acquirer of the new identity can bring these 
bills up to date and be on his way to a solid credit history in a short period of time. The question in 
many minds is, in this age of computerized databanks, what specific steps must be done to successfully 
pull off this type of identity borrowing or transferring? 


Covering Your Bases 


The first step involves making sure that the future decedent does not die in the same county or state 
where he was born. This is critical, because most county registrars cross index birth and death records 
of those who die in the same county of birth. A few states do the same on a statewide basis. California 
is an example of this. 


It is essential to avoid such cross-indexing so that the birth certificate will stay clean in the future. If 
the individual “taking over” for John Smith needs a copy of “his” birth certificate in three years, it will 
still be available without any problems. 


The next step involves the Social Security Administration. When a person dies, if the relatives of the 
deceased apply for the Social Security Death Benefit, the Social Security number of the deceased is 
retired and placed into a database known as the Social Security Death Index, SSDI. This database is 
updated quarterly and is widely used by credit bureaus and other government agencies to detect people 
using the Social Security numbers of dead people. 


The key thing to remember is that the Social Security number does not get into the database just 
because the person dies. It gets into the database because the death benefit is claimed. The payment of 
a death benefit 1s official confirmation in the eyes of the Social Security Administration that the 
individual has, in fact, died. If the death benefit is not claimed — it is only $300 — the number will 
not get into this file. 


Identity Documents 

The next items that must be handled carefully are the other identification documents of the deceased. 
The motor vehicle department, passport, and other agencies should not be notified of the death. When 
these agencies are notified of a death, they cancel all identity documents issued to that person and list 
the person as deceased in their computer records. This effeetively prevents this identity from being 
used by another person in the future. 


Another strategy is to obtain a new license before the terminally ill person has died. This is easier to 
do than it seems. It is necessary that the individual whose identity is to be acquired bear a general 
resemblance to the acquirer. The same race, eye and hair color, and height and weight are necessary. 
One can proceed by either of two methods. 
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The acquirer can go to a motor vehicle department office in the same state and claim that he has lost 
his license. If he has supporting documentation, such as birth certificate and Social Security card, the 
clerk may well issue a duplicate license on the spot. 


The only danger is if the clerk can call up an electronic image of the real license holder. If the 
imposter looks very different and the photo on file is not very old. you might have some difficult 
explaining to do. 


A simpler method involves going to a nearby state with the birth certificate and Social Security card, 
and applying for an identity card in that state. When the clerk asks if the imposter already holds a 
driver's license, he would answer yes, and tell him from which state, but state that it is lost. The clerk 
can verify the out-of-state license on the computer. This ruse can often net a new license in a new state. 


Once the decedent's old documents have been replaced with new ones bearing the acquirer's 
likeness, he can safely start to make plans for living under the name of the deceased. However, some 
precautions must be taken. 


The new life needs to start hundreds — if not thousands — of miles away from where the real 
individual died. Some records of the death will exist. A death certificate will be filed with the county 
and a funeral notice might be posted in the newspaper. The family of the deceased will probably not 
know about the arrangement between the dearly departed and the imposter. If they did, they would 
likely go to the police. 


Another way the imposter permanently separates himself from the deceased is to change the 
deceased’s name in a faraway state. Once the change-of-name is obtained, he can then get a new 
driver’s license and other identification issued in this name. He can also obtain a new Social Security 
number. We explained in a previous chapter how to make it appear as if you have been the victim of 
identity theft. This same procedure could be used in this case to obtain a new Social Security number 
for the deceased. 
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CHAPTER SIX 


Fake ID and Its Role in New-Identity 
Creation 


The terms fake ID, new identity. and fraudulent identification are often used interchangeably. 
They are not the same, however, and we need to define them for purposes of discussion. Fake 
identification is any identity document or certificate that purports itself to be a real, validly issued 
instrument when, in fact, it is not. Fake identification would encompass all manner of forged 
documents, regardless of their quality. An excellent forgery of a driver’s license or passport is still a 
forgery. A fake college transcript, no matter how masterfully done, is still bogus. 


A new identity is a created identity that nas been documented with real papers, duly issued by the 
respective governmental and private organizations. When done correctly, a new identity is 
indistinguishable from a real person. This new identity has all of the data in the system that a real 
person does and over time, as this identity becomes seasoned, only a very expensive investigation 
could prove it to be a construct. 


Fraudulent identification is any real identification that is obtained from government and private 
agencies under a pretext. Thus, a new identity is documented with fraudulent identification, which 
is 100% valid. The chief goal of a new-identity seeker is to document the new identity with valid, 
fraudulently issued papers. A fraudulently issued driver’s license can safely be used to drive with. 
because if police stop the holder, the license will pass the police computer check. 


Fake ID as an Interim Measure 


The I.D. Master 
Little Known Tactics of Identity Change Professionals 


38 


When an individual is in the early stages of creating a new identity. there may be times when it 15 
necessary to use fake identification as an interim to documenting the assumed identity with real 
identification. It is necessary to know what are safe and unsafe uses of such fake identification. 


Foundation Documents 

The most common uses of fake identification are for so-called foundation documents. This would 
include such items as birth certificates and baptismal records. Forgeries are acceptable for these 
items, if they are of high-quality. The reason for this is that birth and baptismal certificates 
themselves are not used as operational identification documents in the United States. These 
documents are used to establish birth so that one can obtain such items as state identity cards. 
driver's licenses. passports. etc. A second reason that high-quality forgeries of these documents are 
acceptable is that they are difficult to verify, and if a forgery is of high enough quality, it will be 
accepted. 


Other certificates can also fit into this category. College transcripts, and award certificates, for 
instance, can be used in the early stages to help flesh out a new identity. Once a driver's license has 
been obtained. the fake birth record may never have to be used again. In many instances, a college 
or high school transcript can be used as proof of identity at a motor vehicle office. 


The Fake Driver’s License 

There are also sellers of fake driver’s licenses and state identification cards, as well as fake 
identification documents. These too. can be used. but only when appropriate. and they should be 
discarded when no longer needed. Consider a fake driver's license. It should never be used to drive 
a car. because it will not pass verification with the police unless it is a high-quality duplicate of a 
valid state license, with the name and license number of an actual license holder on it. It should 
never be used in any situation where it can be subjected to verification. That having been said, it can 
be smartly used for many other purposes. 


Let us assume an individual is building a new identity and needs to rent an apartment in their new 
name right away. Instead of waiting for months to get a real license in the new name. they could 
purchase a high-quality fake license. This license could then be shown to the landlord as proof of 
identity to get the apartment. A fake license could also be used to purchase airplane or train tickets 
if it is desired to travel under the assumed name before real documentation can be obtained. 


The critical point to remember with fake ID is to always obtain the real equivalent if possible. 
Fake ID should only be used as a transitional step on your way to valid documents. At some point, 
all documentation, with the exception of the birth certificate, should be real, government-issued 
identification. If you use fake ID, always know what the real document looks like. and only use 
fakes which closely resemble the real item. A second precaution is to use fake ID from a faraway 
state. This adds another layer of security. 
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CHAPTER SEVEN 


Background Investigations 


Most Americans will face some level of scrutiny of their background. This scrutiny of their past 
may be performed for any number of reasons. It is now very common for employers to perform pre- 
employment background checks on potential new employees. Many landlords perform similar 
checks, along with banks and insurance companies. The events of September 11, 2001, make 
background investigations more common for all levels of employment. No longer are they limited 
to jobs requiring a security clearance. 


The primary motivation for the popularity of the background investigation in America today is 
financial. Companies can face increased liability if they hire employees who later harm someone. 
An example of this could be a worker who is hired to drive a company car. If this employee later 
causes an accident while using a company car. the corporation can be held liable for increased 
damages if it turns out that the employee had a prior conviction for drunk driving or numerous 
traffic citations for speeding. 


Banks screen anyone wishing to open a checking or savings account, to avoid opening accounts 
for people who habitually bounce checks or have a history of running up large overdrafts and not 
paying them off. Landlords want to avoid renting to tenants who will damage expensive apartments 
or not pay the rent, resulting in the long, expensive process of eviction. 


The Negative Record “Underclass” 


Most people are not aware how much information employers, banks, landlords, and just about 
anyone else can access about them, especially in the Internet age and with the vast computerization 
of many databases. This has created an underclass of people who cannot obtain a decent job or open 
a bank account, and who even face difficulty finding a place to live. 
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The one common trait among almost all of these people is that they have "negative" records in 
databases that are commonly checked during background investigations. For some. a criminal 
record will preclude employment: for others, a history of bounced checks might force them to use 
high-priced check-cashing services to manage their finances. In fact. one of the more insidious 
results of the background-checking craze is that an entire industry has been created that feeds off of 
those who have been denied access to traditional employment, bank accounts, telephones, etc. 

The rapid growth of the check-cashing and payday-loan industry is a good example of this 
parallel economy. Check-cashing stores proliferate. cashing the payroll and government checks of 
those whom the banking industrv will not allow to have deposit accounts. The payday-loan industry 
gouges those who can still maintain a checking account, but cannot qualify for traditional loans or 
credit cards. Similar parallel services exist for telephones and other necessities. 

The following pages explain how background investigations are conducted. from a detailed pre- 
employment investigation run on an applicant for a job requiring a government security clearance. 
to the quick background check run by a bank before they open a checking account. Some kinds of 
background checks can be "beaten" and some kinds need to be avoided, particularly by a person 
living under a new identity. There are certain strategies that can be used to avoid exposure of a new 
identity by a background check. 


The Past Leads to the Present 


The first step in learning how to pass background investigations involves understanding how a 
person generates a paper trail as they move through life, and where these records are located. 


Nearly every person who is living, or has lived, has created a set of records that document that 
life. The first official paperwork most people generate is their birth certificate. and the last. the 
death certificate. In between these two documents is a literal storehouse of records. It is via this 
treasure trove of personal data that background investigations accomplish their work. 


Many of these records are private. but many are considered to be public records, which means 
that they can be retrieved by anyone who is interested in seeing them. A short inventory of places 
where the typical individual has records includes the following: 


Motor Vehicle Department 

County Election Board 

County Assessor's or Recorder’s Office 
Passport Office 

Civil Court 

Vital Statistics Bureau 

Bankruptcy Court 

University or College Records 

Internet 
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Law Enforcement Databases 
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Public Records 


This is but a short list of the many places people have records. What is instructive about this list is 
that most of the records given are considered to be public records. It is the vast and easy availability 
of public records that allows background investigators to compile a detailed file on most people 
relatively easily. 


Consider your driver’s license record. Most people wrongly assume that their record with the 
motor vehicle department is private. One would certainly think so. judging by the great production 
most states make of protecting driver privacy when people are in their offices. However, 
information they guard at the front door, they quite literally shovel out of the back door. 


Most states sell their entire driver database, en masse, to anyone who wishes to purchase it. The 
biggest purchasers of the motor vehicle databases are automobile insurance companies. This is how 
they learn about your speeding tickets, and raise your rates. It is also how they locate new auto 
insurance prospects. Driving records are also commonly consulted by employers conducting pre- 
employment background checks, even if the employee will not be using a company vehicle. 
Employers know that a driving record that shows a history of speeding tickets or a drunk driving 
citation will frequently indicate an unreliable employee. 


Criminal records can also be accessed, although not in the same way the police do. Police 
agencies have access to a centralized database maintained by the FBI that contains the criminal 
conviction data for everyone with a record of a serious misdemeanor or felony offense anywhere in 
the United States. This database, known as Triple I. is not available to most nongovernmental 
investigators. However, criminal records are available from county courthouses in all locations. A 
number of states also allow public access to their statewide database of criminal conviction 
information. The problem with these records is that some states also release arrest records, even if 
the charges are dropped before trial or the person is acquitted. Many employers will not hire an 
individual with an arrest record, even though no conviction resulted. 


Worker Compensation Records 

A small number of states allow access to their worker's compensation records. This can be a real 
problem for an individual who was on employment disability for a legitimate reason. Even though it 
is technically against the law to refuse to hire someone because they have made a worker's 
compensation claim in the past, many employers do. Many companies consider worker’s 
compensation legalized stealing, and if they find out a job applicant has claimed benefits, they will 
turn down the application. Of course, a different reason will be given to the applicant. The real 
reason for the turndown is further masked because often an outside investigation firm will be 
responsible for actually performing the background investigation. The following states allow open 
access to worker’s compensation files: 


Alaska Arkansas Connecticut Illinois Iowa 
Kansas Maine Maryland New Jersey Oklahoma 


In a drive to reduce potential costs. some employers will even check records that have nothing at 
all to do with employment. For example, an employer may seck to avoid hiring people with risky 
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hobbies. because these individuals might wind up injured and unable to work, or they might make 
more use of employer-paid health insurance. Employers have been known to check if potential 
employees have hunting licenses or even pilot credentials as a way to eliminate these risks from 
their work force. 

Certain types of employers have specialized databases. Retail stores check potential employees 
against databases maintained by companies who keep files on people suspected of stealing from 
their employers. Retailers justify this practice by noting that 60% of retail theft is committed by 
employees, not customers. 


Credit Reports 

The credit report is used to confirm a variety of details about the applicant. In the fine print on 
most employment applications is a waiver that allows the employer full access to your credit report. 
This access is requested regardless of the type of job applied for, and even if the employment has 
nothing to do with handling company money. The use of credit files as a pre-employment screening 
tool is relatively rare with small companies, but routine with large national corporations. 


Credit reports are also widely used by landlords of apartment buildings to screen potential 
tenants. When people apply to rent an apartment, they typically complete two different forms. The 
first form is a lease agreement and the second is the formal “application for tenancy,” which is 
really just an authorization to allow the landlord to access your credit report. 


Both landlords and employers look for certain items on the credit report. One big item is a 
bankruptey filing. Bankruptcy remains on the credit report for ten years, and many landlords 
automatically reject any tenant who has filed for it. They justify this practice because it takes many 
months to evict someone for nonpayment of rent. They feel if an individual went completely 
bankrupt, they might have stuck a past landlord with unpaid rent. Many employers have a similar 
policy. 


The employer and landlord look at the bill-paying history and see if there are a lot of seriously 
delinquent accounts. The landlord is concerned with the total amount of monthly payments the 
potential tenant must make. If the total payments are too high, the tenant might be late on the rent 
because of the excessive commitments elsewhere. 


The credit report can also act as a secondary verification of name, birth date, and Social Security 
number. It can be used to determine if the applicant’s background matches what was listed on the 
job application or tenancy form. Credit reports will show the two previous addresses, and they 
frequently contain information about the previous employer. Serious discrepancies between what is 
claimed on the application and what is contained in the credit report can indicate a need for more 
careful examination of the applicant. 


The Key to Passing a Background Check 


A background investigation can vary widely, depending on how complete it needs to be, but all 
background investigations will use some combination of the information sources we have just 
examined. The key to passing a background investigation is to understand the type of investigation 
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you will face, and then make sure that the information sources consulted will confirm the 
background you wish to present. This is a most important consideration for a person who is living 
under a new identity. Many people have had their perfectly documented new identities unmasked 
during a pre-employment background investigation because they failed to anticipate that they might 
face a scrutiny of their new name. 


The good news is that most background investigations can be passed by people living under a 
new identity or by those with “bad” records in their past. If you understand the system, you can 
manipulate it and create positive records where you need them. On the other hand, there are certain 
types of background investigations that will always turn up a new identity, and must be avoided at 
all costs. 
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CHAPTER EIGHT 


Passive Investigations 


The most common type of background investigation is the passive investigation. The passive 
background investigation 1s the type that is performed by most employers and by state and local 
government agencies. It is also performed by the federal government for employment that does not 
require a security clearance. Passive investigations are also known as "negative" investigations, 
because the focus of the investigator is on a lack of negative records in certain databases. 


The Searches 


A passive investigation starts with what is known as a national agency check. This involves 
checking for a criminal record, contacting the Internal Revenue Service to confirm that taxes have 
been paid, and checking to see if the individual is the subject of any current civil litigation. The last 
two items are normally only checked by federal agencies. or at a private corporation if the 
employment is very sensitive. 


The credit report is pulled and used to confirm the Social Security number, past addresses, and 
financial status of the applicant. The driving record 1s examined to make sure that the applicant has 
not been convicted of drunk driving and does not have excessive speeding tickets. 


The passive investigation seeks to verify past educational attainment. Typically, the applicant is 
allowed to supply proof of degrees and other qualifications. This is usually done through college 
transcripts and certificates. These are accepted at face value, provided they look authentic and the 
applicant has not given the interviewer any reason to doubt his qualifications. This is another 
feature of the passive investigation: a willingness to accept documents at face value if they appear 
to be genuine. 
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The same approach is taken when verifying the previous work history. If the applicant has letters 
of reference from previous employers. they are accepted as long as they appear genuine. If the 
applicant provides addresses and telephone numbers of supposed previous employers they will be 
contacted for confirmation. But most importantly, the background checker will accept them as being 
legitimate. As long as someone answers the inquiry ( see Chapter 11). no attempt will be made to 
determine if the Acme Corporation of Spokane is actually a real company. 


Limits of the Passive Investigation 


The passive investigation is the most common type of background investigation because it 
balances the need to check out new applicants with the financial realities of modern business. 
Corporations cannot afford to spend hundreds of dollars on each applicant to verify the credentials 
and backgrounds of thousands of workers, and in the same way, small firms cannot afford to spend 
large sums of money vetting each applicant for a position. 


A passive investigation will detect most people who have criminal records or poor backgrounds 
in general. A passive investigation will not detect a person who is living under a new identity 1f the 
person with the new identity has been careful to lay his groundwork in advance. Passive 
investigations can also be defeated by people under their real identities who have undesirable items 
in their past, such as poor credit, criminal convictions, or a spotty employment record. 


Fingerprinting 


How can you know if it is a passive investigation? One giveaway will be if fingerprints are 
required. Fingerprinting usually indicates that it is not just a passive investigation. There are a few 
exceptions to this rule, however. 


Some states require certain types of workers to be fingerprinted. Many states require all people 
who work in public school districts to be fingerprinted, and if you work in the casino industry in 
Nevada, even in a nongambling-related function, such as housekeeping, you will have to be 
fingerprinted. In both of these situations, the fingerprinting is just part of a passive investigation. In 
some cases, a person living under a new identity can pass these screenings. but in other cases thev 
must be avoided. l 


The basic rule is that if you have already been fingerprinted under your old identity. no matter 
how long ago, you must avoid being fingerprinted under your new identity. If you have never been 
fingerprinted before. you can safely be fingerprinted as part of a passive investigation. The reason 
for this needs to be clarified. 


Fingerprints are highly prized by law enforcement agencies because they are a virtually perfect 
way to positively identify an individual. Every state maintains a vast computerized repository of 
fingerprint files, and there is a national database maintained by the FBI. Anytime a person is 
arrested or fingerprinted by a government agency or the military. their fingerprints make their way 
into the federal fingerprint repository and that of the state where the arrest takes place. 
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The procedure is also followed when fingerprints are voluntarily submitted as part of a 
background check. The government does not simply look for a fingerprint match, and when none is 
found, return back a statement attesting to that fact. The fingerprints submitted are now digitized 
and entered into the computer. Many people living under new identities have failed to understand 
this to their peril. The FBI takes the attitude that once they have an individual's fingerprints, 
regardless of the reason, they want to keep them on file. 


So if an individual is living under a new identity, but was fingerprinted 25 years ago under their 
real name, they must avoid any job where the background investigation will require a fingerprint 
check. If this advice is not followed, the following scenario can happen. 


The Sheriff’s Card: A Scenario 

Suppose a person living under a new identity applies for a janitorial job at a Nevada casino. In the 
state of Nevada, anyone working in an establishment with a gaming license must have what is 
known locally as a “sheriff s card” to work. One must have this card even if the worker is employed 
in a nongambling capacity such as the restaurant service, housekeeping, janitorial, etc. The local 
sheriff or police department in the municipality of residence issues this card. On the next page we 
have reproduced the form that must be completed by applicants. 


The form allows the police to make three types of computer searches immediately. The first is for 
any outstanding arrest warrants. This search is made on the wanted persons index, of the NCIC, 
described in Chapter 2. The second check is made of the local wanted persons index to see if there 
are any minor offense warrants that are not included on the FBI system. If the applicant has an out- 
of-state license or identification, a computer check is made at the state’s local warrant database to 
see 1f a minor warrant is outstanding there. If these checks are passed, the applicant will then be 
checked for a criminal record. The first criminal record check is on the Interstate Identification 
Index Database, or Triple I, which is also maintained by the FBI on NCIC. The Triple I check 
should reveal if the applicant has a conviction for a felony or serious misdemeanor anywhere in the 
United States. 


The police also check the central criminal repository in Nevada and the state repositories in 
previous states of residence for minor crime convictions that are not reported to Triple I. If these 
checks are passed, the applicant is photographed, fingerprinted, and issued their sheriff s card. 


But the process is not guite over. Notice that on the front of the form, the applicant is asked if 
they have ever been arrested, not just if they have ever been convicted of a crime. This is very 
important. Anytime someone is arrested, with few exceptions, they are fingerprinted, which means a 
fingerprint file will already exist with the FBI repository. Or if our applicant was fingerprinted 
fifteen years ago for, say, service in the military, his prints are also in the FBI file, under his real 
name. When the fingerprints taken in Nevada are sent electronically to the FBI, the computer will 
eventually match the new prints with the ones already on file. Nevada will receive the original 
information already on file, and now the new name and birth date will be revealed as an alias, and 
even worse, the police computers will now link the new name and real name together. Needless to 
say. the sheriff's card will be cancelled and the applicant will face some uncomfortable questions 
from the local police. 
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Work Card Application 


LAS VEGAS METROPOLITAN POLICE DEPARTMENT 
WORK CARD APPLICATION 


NON-GAMING (LAS VEGAS) DO NOT WRITE IN THIS SPACE 


Address of Establishment m BWAR 601 EAST FREMONT 


Name of Establishment LC] ORIGINAL 


C] CO. LOCATION LAS VEGAS NEVADA 89101-2885 PREV OR ARREST INFO 
Position 8AM-4PM MON - FRI 


U CITY LOCATION READ INSTRUCTIONS ON BACK 


Name thirst) (middle) (last) 


INTERVIEWING TECH: 


FPC 
Alias and/or Maiden Name 


| Date ot Birth | Place of Birth 


| | Height Weight | Hair Color "| Eye Color l : Age 


——<+ 


| Passport # 


Marks Scars and Tattoos 


Cyes Uno 


Naturalization $ | Alien Card 4 


Local Address Street &# — OOTO Apt # or Space — City m D St. 


ale Zip Phone $ 
In Case of Emergency Notify Name (first. middie lasti _ 
LIST YOUR CURRENT EMPLOYER BELOW & LIST EACH JOB HELD IN PAST FIVE YEARS. (USE OTHER SIDE OF FORM FOR ADDITIONAL SPACE) 3 ie oe 
NAME LOCATION POSITION FROM-TO REASON FOR LEAVING 


YES NO WITH THE EXCEPTION OF SP ¢ TIONS DO NOT WRITE IN THIS SPACE 
HAVE YOU AT ANY TIME BEEN ARRESTED OR RECEIVED A CITATION FOR ANY OFFENSE (ea) g MTM TP YES LIST THE ARREST ANO THE CITATIONS 


YEAR CITY AND STATE OFFENSE CHARGED WITH LENGTH OF SENTENCE/FINE 


Approval/Denial 8y- 


NOTE: COMPLETE REVERSE SIDE BEFORE SIGNING 


FALSE INFORMATION WILL CAUSE AS 
i HEREBY CERTIFY THAT THE ABOVE INFORMATION mam ut mE A a : 


IS TRUE AND CORRECT TO THE BEST OF MY ABILITY . = cic — 
AN m UR NN SIGNA1URE OF EMPLOYER 


X | DO NOT DUPLICATE DE c mmt €i a 


APPLICANT S SIGNATURE | 


LVMPD TSO 18-8 (REV 2-00) PRINTED NAME OF EMPLOYER SIGNING 


Chapter Eight 
Passive Investigations 


49 


When it’s Okay to be Fingerprinted 

Conversely, this is why it is fine to be fingerprinted under the new identity if you have never 
previously been fingerprinted. In fact, this is a strategy some people living under a new identity 
follow to harden the new identity. Fingerprints are considered to be absolute identification, so once 
an individual has been fingerprinted under a name. the law will presume that identity to be the true 
identity. The first name you give when you are fingerprinted becomes your real name. 


Once again, I cannot overemphasize this fact. If you have previously been arrested and 
fingerprinted under your real name, you must avoid any situation where fingerprinting is done as 
part of a pre-employment screening. It is just a matter of time before you are exposed and face, at 
the very least, being fired, and at the worst, jail or other serious legal problems. Some employers 
after discovering an imposter months later via fingerprints, sue the hapless individual for all of the 
salary they had been paid plus damages. Companies will not go easy on you if you are detected, so 
avoid the risk. 


The Employment Application 


Most employment application forms for lower-level jobs are very typical where a passive 
background check is required. They request basic personal information, as well as pointed questions 
about criminal convictions. The application asks if you have ever been convicted of a felony, and 
also asks if you agree to be tested for drugs prior to employment. 


Some applications will have a separate release form, which includes your name, Social Security 
number and signature, allowing the employer to access your credit report. Most employers are very 
careful about checking the financial backgrounds of their employees to reduce the chance of 
employee theft of merchandise and from the cash register. 


Although these forms seem formidable, a correctly constructed new identity can defeat nearly all 
passive investigations. In later chapters we will examine what steps need to be taken to successfully 
pass this level of screening. First, however, we need to look at the active investigation, to learn why 
those who are living under a new identity must avoid it. 
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CHAPTER NINE 


Active Investigations 


If the goal of the passive investigation is merely to determine that the job applicant is not a “bad 
guy," the goal of the active investigation is to determine that you really are a good guy. In the first, 
the lack of negative or contradictory information is considered affirmation of the facts presented. 
The active investigation follows a completely different route. The goal of the active investigator 1s 
to confirm every piece of factual data the applicant reveals about himself, and then to go on a 
fishing expedition to turn up any credible sources of negative data the applicant might not have 
revealed. At the highest level. an active investigation should be able to establish the general life 
history of an individual, all the way back to grade school. 


When to Expect an Active Investigation 


Only a few organizations carry out full-scale active investigations. The primary deterrent is the 
very high cost involved. Performing one of these investigations can easily run into many thousands 
of dollars and consume many hours of an investigator’s time. As a result. they are usually only 
performed by federal government agencies when hiring for a higher-level management position, a 
position that allows access to sensitive or classified information, a position in federal law 
enforcement agencies, anything requiring a security clearance from the defense department, or for a 
contractor working for the defense department. 


The security screening performed by most local and state law enforcement agencies, state and 
local governments, and even school districts. is almost always a passive investigation — with the 
addition of fingerprints which was covered in the previous chapter. People who will perform at 
executive-level positions, or have control of large sums of money, may also face an active 
investigation. 
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The Paperwork 


The first indication of an active investigation is the sheer amount of detailed information that is 
requested. The employment history for the last fifteen years is commonly requested, along with a 
geographical listing of all addresses lived at over the same or even longer. period of time. Copies of 
the job applicant’s academic transcripts are also frequently requested. along with photocopies of the 
current driver’s license, Social Security number, and birth certificate. 


The paperwork requests that the applicant provide the names, addresses. and telephone numbers 
of many different people who can act as references. Very specifically, some are work-related. others 
will be nonwork-related. A complete educational history is required. On each part of this 
paperwork, the applicant is asked for dates and places. 


Personal History Statement 

A section of paperwork. known formally as a personal history or PHS, asks about legal matters. 
The applicant is asked to disclose the details of all marriages and divorces: when and where any 
marriage and any subsequent divorce took place. and to whom. The applicant is also asked about 
the citizenship status of himself and his spouse. The PHS asks if the applicant 15 subject to any 
current lawsuits or is in bankruptcy. He 1s also asked if he has ever filed for bankruptcy relief in the 
past, or has had a judgment or garnishment action taken against him. If the answers to any of these 
questions are yes, a full explanation must be provided. 


The Searches 


Once all the paperwork has been completed, the investigator begins a multipart process. The first 
step is the national agency check, which is the heart and soul of the passive investigation. This 
check will serve to eliminate, quickly and cheaply, anyone with a criminal record who would not 
qualify for the position. The next phase begins the process of confirming the accuracy of 
documents, such as driver’s licenses, birth certificates, etc. 


The investigator sends a request to the state department of motor vehicles asking for a copy of the 
driving record matching the license number. This confirms that the license presented is authentic. 
that the applicant has a satisfactory driving record, and most importantly, will tell the investigator 
other important information including: 


O When the license was first issued? 


O Was this license issued in exchange for a license from another state? If so, they will order a 
copy of the driving record from that state. 


O Was the applicant older when the license was obtained? 


This data can point the investigator to look for information in other states and locations the 
applicant may have attempted to obscure by carefully creating gaps in the background statement. 


The investigator calls the university or college claimed on the PHS and requests verification of 
the degree. In a passive investigation, this would be the extent of the follow-up. In an active 
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investigation, the investigator then writes or calls the registrar’s office at the school and orders a 
copy of the transcript, for which the applicant will have signed a transcript release form. When the 
transcript arrives from the school, the investigator compares it against the copy previously given 
him by the applicant. Inflating grades. or adding courses altogether, is not uncommon. It may very 
well be true that the applicant has a degree in molecular biology from Princeton, but it might turn 
out that he just barely graduated with a C- average. 


The Credit Report 


The investigator also orders a copy of the full credit report, not just a header printout. We need to 
distinguish between the two types of data an investigator extracts from a credit bureau file on the 
applicant. 


The Header. Credit reports are divided into three main sections. The section at the top 1s known 
as the “header.” The header contains the following information: 


Full name 

Social Security number 
Birth date 

Current address 
Previous two addresses 
Employer 
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Telephone number 


Header data is considered public record, meaning that it is legal for anyone to access this 
information. All of the credit bureaus sell header searches to investigation companies and 
information brokerages. When you see an advertisement for a website that says they can locate lost 
friends or relatives or find out personal data about your neighbor, much of this information comes 
from credit report header information. 


Credit History. The second part of the credit report contains the actual credit history. This is an 
accounting of all of the creditors this particular individual does business with. This section will 
contain the following data: 


Name of creditor 

Account number 

Type of account (credit card, loan account, etc.) 
Current balance 

Credit limit 

Highest balance 

Account rating of payment history 


aaa a E a 
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Fair Credit Reporting Act. This part of the credit report is the only part that is privacy-protected 
under the Fair Credit Reporting Act. To access this data, the potential employer must have a signed 
release from the applicant. This is why a formal credit report release form is included with almost 
all job applications. Though some passive investigation employers and some landlords may want 
the entire report, most of the time they only want the header information and the public record data 

bankruptcies., liens, etc. The reality is that usually only a job requiring an active investigation 
involves the full eredit report being requested. The investigator discerns from this part of the credit 
report how responsible the applicant is with managing his money. If the investigator notices 
numerous accounts with late payments or over-the-limit status, the applicant may well be asked to 
explain himself. Another consideration, particularly if the job involves access to large amounts of 
corporate funds, is if applicants are carrying an excessive debt load that could cause them to 
embezzle company money to cover their own bills. 


If an investigator finds thirty open credit card accounts, all of them with very high balances, at or 
near the limit, red flags are raised even if all of the payments are current. An individual in this 
precarious position is only a small step away from financial insolvency. 


Public Record and Inquiry Data. The last part of the credit report contains public record 
information and inquiry data. Public record information includes items such as bankruptey filings. 
civil liens, and judgments filed against the applicant. The investigator is looking for lack of entries 
on this part of the report. A bankruptcy or civil lien will not result in the applicant being 
automatically disqualified trom further consideration, if the applicant disclosed these adverse items 
on the personal history statement and explained what brought them about. Some people are forced 
into bankruptey because of medical bills or long-term unemployment. People can become the 
subject of a lawsuit because they were involved in an accident or a legitimate business dispute. In 
general, so long as the bankruptcy was discharged by the court and is considered to be well in the 
past, it will not kill the applicant's chances. The same is true of a lien or judgment. What will kill an 
applicant's chances is a pattern of judgments over many years. This could be an indication of 
irresponsibility. 


The inquiry section, which is at the very end of the credit report, lists everyone who has requested 
a copy of the credit report over the last vear to eighteen months. If XYZ Bank requested a copy of 
this credit report nine months previously. the XYZ Bank name. subscriber code. and date of request 
are listed. Note, however, that requests for header information only do not cause any entry to be 
made on the credit report inquiry section. The investigator is interested in seeing who else has 
requested a copy of your credit report, This may point to other areas of focus for the investigation. 


Additional Financial Background 

Depending on the level and type of clearance required. additional financial investigating may be 
conducted. The primary goal of this additional financial backgrounding will be to determine if there 
are any financial skeletons in the closet. The most important of these would be someone who is 
living beyond his or her means, and it cannot be explained. 


The investigator performs an asset check and determines the value of any house, other property. 
and vehicles owned, and the outstanding loan amounts against them. Educated guesses can be made 
about family expenses. [t the applicant has two teen-aged children who both eo to pricey. private 
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schools, this expense is calculated and compared against that of the family income. If the apparent 
lifestyle seems out of range for the income earned, the applicant may be asked for an explanation. 
Perhaps the applicant's parents are helping pay for their grandchildrens' schooling or the applicant 
has a part-time, income-producing hobby, such as writing, that provides additional income. If the 
applicant indicates a secondary source of support such as this, the investigator requests permission 
to verify it with the grandparents, for example, or requests the 1099 from the publisher or other 
income payer. 


Name Verification 

The investigator confirms that the applicant’s birth certificate is real by writing to the vital 
statistics agency where the certificate was issued and requesting a copy for himself. He then notes if 
the exact name on the birth certificate matches that used on other documents obtained from the 
applicant. Minor changes, such as using Bill for William, are noted. Bigger changes are brought to 
the attention of the applicant, who is asked for an explanation. 


In the case of a married woman who has stopped using her maiden name, the good investigator 
will run a “parallel” track investigation for additional records in the maiden name in the years after 
marriage. Many female applicants with spotty backgrounds have attempted to jettison them by 
using their married name, and omitting any references to their maiden name. Thus. record checks 
under the married name come back clean, because the negative records are all listed under the 
maiden name. 


The fingerprint check 1s performed concurrently. Fingerprint cards are matched against the state 
database in each state where the applicant has had a previous residence, and a set 1s matched against 
the central fingerprint file maintained by the FBI. If the applicant has said he was never 
fingerprinted, then the card coming back should be the one which was submitted and has now 
created a new file in the database. If there 1s already an existing fingerprint card, it means that the 
applicant either led or forgot he had been fingerprinted previously possibly for a noncriminal 
reason, such as military service. 


Personal History Verification 


At this point in the active investigation, much has been learned about the applicant. It is very 
likely he is who he says he is, and his background and character are as he has maintained. If the 
investigation was stopped at this point, it would be quite possible for a well-constructed false 
identity to slip through this amount of screening. But the investigation is not over. and the next 
phase will expose all but one type of fake identity. In this phase of the active investigation. the 
investigator seeks to create a constellation of people who have known or interacted with the 
applicant back to high school, or even further, in some cases. Consider how this happens. 


There are very few people most of us have known our entire life. The reality is that at different 
times in your life, you have some very good friends. and then you drift apart later, maybe only 
maintaining sporadic contact. There might be two or three people you can say you have kept in 
relatively close contact with over a lifetime who are not relatives. In college, there is the college 
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roommate. At your first real job outside of college. there was your best buddy in the office down the 
hall, and later, the neighbor next door from where you bought your first house. 


Checking Past Contacts 

The active investigator now starts working backwards in time from the present, putting together 
this constellation of people who have intersected with your life over the years. They interview these 
people, often in person, and ask them if they remember you. Most importantly. they ask them about 
when they first met you and how they met you. This information is entered into a log and plotted on 
a timeline. 


If the applicant is 40 years old. and the investigator decides to go back to the time he graduated 
from high school — which is typical — this timeline will reflect various people who have known 
the applicant, and then heard less from him. Also, these differing groups of people will overlap for 
some of the time periods. This is what the investigator will find with a real identity and with 
someone who has been truthful about his past. The final element of the investigation is frequently a 
visit to the old high school and a quick talk with a teacher who is still there from when the applicant 
was a student. or if this is no longer possible, a look at the yearbook photograph will confirm the 
applicant's presence. 


Only now can the investigation be closed, and the investigator satisfied that the applicant is really 
who he claims to be. This final phase also explains why nearly any constructed identity will be 
detected. 


The Danger of a New Identity 

No matter how well a fake identity is documented. it had to be created at a certain point in time. 
Before this date of creation, there are records and, most importantly. no one who can say they knew 
the individual. There will be a definite "break" where all records regarding this fictitious person 
simply stop. A definite break like this is a telltale sign to an investigator that the identity might be 
fictitious. 


For example, let us assume that the person created the new identity in 1985. The new-identity 
creator has been very careful, obtaining a driver's license, voter registration documents, 
employment history, credit cards, etc. He also has many friends who have known him over the 
many intervening years. But one hard fact remains. None of these people will have known the 
applicant before 1985, and there will be no public records in existence before then. This, in a 
nutshell is why anyone living under a created identity must avoid the full-blown active 
investigation. Thankfully, these are rarely conducted. 
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CHAPTER TEN 


Credit Bureau Screening 


We have seen that many employers use the credit report as a screening tool to determine if a job 
applicant makes it to the level of consideration. This can take either the form of requesting the full 
credit report or just the header data. Some companies have so automated the process that the 
contents of the credit or credit header screening will determine the outcome for the applicant. A 
number of nationwide electronic retailers have even set up in-store kiosks and the job applicant 
answers some questions via telephone or on a computer screen. At the end of the interview, the 
computer then calls the credit bureau and accesses the credit report information of the job applicant. 
If the credit data confirms and the applicant’s responses to the questions is positive, an offer of 
employment may be made right then and there. 


It is crucial, therefore, that the person seeking employment via a new identity understands how to 
defeat, or at least manipulate, the credit bureaus so that the answers it returns to the employer are 
favorable. The key to understanding how to manipulate credit bureau files is to realize that the 
primary file retrieval tool used by the credit bureaus is the Social Security number. Glance at any 
employment application. You will notice that the only data requested on the credit report release 
form aside from the name, is the Social Security number. A file can be retrieved from all three 
credit bureaus by using only a Social Security number. 


Creating a Social Security Number 


It is necessary to understand how Social Security numbers are created. because the new-identity 
user must initially use a made-up Social Security number until a real number can be obtained. If this 
number is made up correctly. it will create the background you need. If this is done wrong, your 
new identity can be exposed with the simplest of background checks. 
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The key is to create a Social Security number that is potentially valid, but does not yet belong to 
anyone now in the credit bureau system. This has become easier to do because the government IS 
encouraging the parents of newborn infants to obtain Social Security numbers. Most parents do so, 
because if they want to claim child-care expenses as a tax deduction, the infant must have a Social 
Security number. Contrast this with the situation 25 years ago. when most people got their Social 
Security numbers when they took a first job as a teenager or went off to college. This means there 
are millions of recently issued Social Security numbers that are not yet in the credit bureau files, 
and will not be for many years. 


Area Numbers 

The Social Security number consists of three parts. The first three digits are known as area 
numbers and range from 001 to 772. These numbers are assigned based on the mailing address of 
the applicant. Each state is assigned certain blocks of area numbers. In Appendix 2 is a reprint of a 
Social Security Administration document showing which area numbers are assigned to each state. 
So the first step in creating a background is to create a Social Security number from a state where 
you want to have a background. This can be done by picking an area number that is assigned to the 
state you desire. 


Group Numbers 
This then leads us to the middle two digits of the Social Security number. These middle two digits 
are known as group numbers, and in many ways, these are the most important digits in the number. 


Group numbers range from 01 to 99. These numbers can tell a knowledgeable individual — or a 
computer — if the Social Security number presented is potentially valid, or would have been issued 
to the applicant. If the group number is manipulated correctly. the job seeker can easily penetrate 
the credit bureau database and create a good file. 


The very first group numbers assigned to a given are the odd groups under 10. So, take the state 
of Wyoming. The area number assigned to Wyoming is 520. All Social Security numbers issued to 
people in Wyoming start with 520, and the very first number assigned was 520-01-0001. This 
explains the last four digits, which are called serial numbers. These numbers range from 0001 to 
9999. The second Social Security number issued in Wyoming would be 520-01-0002. These 
numbers continued in sequential order until 520-01-9999 was assigned. The number issued after 
520-01-9999 would be 520-03-0001, and the same process was repeated. 


When 520-09-9999 is assigned, the Social Security Administration will then began issuing the 
even group numbers from 10 through 98. So the next Social Security number issued in Wyoming 
after 520-09-9999 would be 520-10-0001. After the even group numbers between 10 and 98 were 
assigned, then the even group numbers less than 10 were assigned, and then they began assigning 
the odd group numbers between 11 and 99. So the pattern is odd, even, even, and odd. After all 
these numbers are assigned, new area numbers will be allocated to Wyoming. This is why some 
large population states are assigned many different area numbers. 


Social Security started issuing numbers to people in 1935, so it is clear that someone with a very 


low group number from an original issue area number must be very old or they are lying. Consider 
the Wyoming example. Because of its sparse population, Wyoming has only one area number 
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assigned to it. Anyone claiming a 01 to 99 group number from Wyoming had better be pretty old. 
Credit bureau computers are programmed to catch improbable Social Security numbers by checking 
the year of issuance against the birth date of the subject, if available. 


In the same way, credit bureau computers can also detect Social Security numbers that could not 
have been issued yet or are impossible combinations. Also in Appendix 2 is a reprint from the 
Social Security Administration of the highest group numbers assigned to each area as of May 1, 
2002. This information is provided to credit bureaus and is used in their database. If someone 
attempts to retrieve a file with an invalid number. a warning will be placed across the credit report 
stating that the Social Security number is out of range or not yet issued. 


The Death Claim 


Another caution involves Social Security numbers that have had a death claim paid against them. 
The Social Security Administration maintains the Social Security Death Index, or SSDI. If the 
relatives claim the death benefit, the Social Security Administration places the decedent’s name, 
Social Security number, birth date and place of death into this database (see below). This database 
is updated quarterly and is widely used by credit bureaus. If someone applies for credit using a 
Social Security number that has had a death claim filed against it, a warning will flash on the credit 
report. 


This is an example from Ancestry.com — Social Security Death Index Search Results 


Search Results Provided By The No. 1 Source for Family History online Ancestry.com 


Database: Social Security Death Index 


Viewing records 11-13 of 13 April 8, 2002 1:59 AM 
ROBERT L DECKER (Request Information (SS-5) 


SSN  483-26-4975 Residence: 50703 Waterloo, Black Hawk, IA 
Born 27 Aug 1928 Last Benefit: 
Died 16 Aug 1993 Issued: IA (Before 1951) 


ROBERT DECKER (Request Information (SS-5) 
SSN 484-44-8244 Residence: 52772 Tipton, Cedar, IA 
Born 8 Sep 1908 Last Benefit: 
Died 29 Jan 1993 Issued: IA (1955) 


RUTH H DECKER (Request Information SS-5) 
SSN 485-24-6170 Residence: 51301 Spencer, Clay, lA 
Born 22 Nov 1901 Last Benefit: 
Died Sep 1993 Issued: IA (Before 1951) 
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Checking the Numbers 


The applicant needs to make up a Social Security number that will reflect the background he 
wishes to portray, is potentially valid but not yet assigned to anyone with a credit file and which has 
not been the subject of a death claim. This is not difficult to do. The first step is to use the lists 
provided in the Appendix to construct a recent-issue Social Security number from the desired state. 
A list of three potential numbers should be made up. Once these numbers have been made up. the 
first check should be to make sure there has been no death claim filed. This can be done at no cost 
over the Internet. 


The website www.Ancestry.com has a link to a relatively recent update of the Social Security 
Death Index. Enter the three numbers into this database and see 1f anything 1s returned. If nothing 
comes back, all three numbers are good possibilities. 


The next step is to verify that no one is using these numbers who ts already in the credit bureau 
system. This is also easy to do, and will cost you around $50 per number. There are numerous 
companies. known as information brokers, who package and resell credit bureau header data — the 
part that is public record and available to anyone. You can purchase a Social Security number 
sweep and they will then search all three credit bureaus for any information. If this search comes 
back with a “no record found,” it means these numbers are ideal for your purposes. A list of 
information brokers is given in Appendix 2. The important thing is to make sure that the Social 
Security sweep is performed on all three credit bureau systems, not just one. 


Address and Credit Bureau Screenings 


When credit bureaus use the Social Security number as a screening device. and no current record 
is found with the given Social Security number, a new file 1s created. If this Social Security number 
is potentially valid. and neither belongs to someone else already in the system nor is the subject of a 
death claim, none of the Social Security warning programs are triggered. 


Unfortunately, this is only half of the battle. The addresses used on the credit report are also 
critical. Credit bureau computer systems are programmed to recognize addresses that are not 
residential, or belong to mail drops. check-cashing agencies. and answering services. Therefore, it is 
necessary for the person living under a new identity to preplan what addresses will be used on 
employment paperwork, to prevent the credit report or header data throwing up a warning about the 
address. Luckily, there are techniques that can be used to circumvent this problem. 


Acquiring a Good Address 

It will be necessary to obtain a good address for the paperwork one needs when creating a new 
identity. A post office box is frequently not acceptable as a residential address, because you may not 
really reside at that location. Your best choices are cither a commercial mail-forwarding service or a 
secretarial/office-rental service. i 


The benefit of these services is that you get a street address. Many of the mail-receiving services 
are located in residential areas, so your address will appear to be in a part of town where people 


Chapter Ten 
Credit Bureau Screening 


61 


live, not an industrial area. All mail-receiving services are required to comply with certain U.S. 
postal service requirements. One of these is the official paperwork that must be completed and kept 
on file. This is known as PS Form 1583, and it is reproduced at the end of this chapter. 


The PS-1583. This form requires that the mail-forwarding service obtain two pieces of 
identification from you, along with your true residential address. A copy of this form is retained at 
the business, usually with a copy of the customer’s identification and the signed original is sent to 
the local postmaster. There was a time when a mail-receiving service could avoid using this form. 
but it is now mandatory unless the company exploits a loophole mentioned below. 


As a practical matter, you will have no trouble with this paper work if you use a good-quality fake 
ID. Most mail-drop operators are just interested 1n making a profit, and so long as you are not 
conducting fraud or running child pornography through their business, they could care less. In 
general, there is no verification of any of the data on this form. 


The loophole that allows you to avoid using this form involves the secretarial or office-rental 
service. Because the receiving of mail is only a small part of their business, they are not required to 
use this form. I recommend using one of these services because, as a second benefit. most of them 
are not flagged in credit bureau computers. 


Ghost Address. There is a way to get the benefit of having a legitimate street address of a real 
house or apartment, and still receive your mail at a mail drop. This is called the “ghost address” 
technique. First, locate an apartment complex in a nice area of town. Pick a large complex, not a 
rattrap, but not super-expensive. Apartment complexes like this have people moving in and out all 
the time. It is even better if they have a mailroom and the postal carrier simply delivers everyone's 
mail to a mailroom. 


Write down the address and pick an apartment number. This will now be your new address of 
record on official paperwork. The next step is to file a change of address card. The address to 
forward from will be the address of this apartment complex. The address the mail will be sent to 
will be the address of the mail drop or secretarial service. 


At the end of the chapter we have reproduced the postal change of address card, PS Form 35725. 
You might be wondering if the mail carrier will realize that ] never lived at the apartment address? 
Not likely. In a small town, or if you were forwarding from a single-family residence, there is a 
good chance your ruse will be detected. In a large city apartment complex. people are so transient 
that your mail-forwarding order is just one of many. 


Many times you need to make up two previous addresses. The same method can be used. Simply 
look under Apartments in the Yellow Pages in the city you want to have had a former address in, or 
search on the Internet. You can create legitimate sounding addresses anywhere with no problem via 
this technique. 
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PS Form 1583 


United States Postal Senice 
Application for Delivery of Mail Through Agent —— 
See Privacy Act Statement on Reverse 


a 


In consideration of debvery af my or our (firm) mal to the agent named below, the addressee and agent agree. (1) the addressee or the 
agen! must not file a change cf address order with the Posta! Service upon termination of the agency retationship, (2) the transfer of my 
or our , firm) mail to another agoress is the responsibility of the agent, (3) all mail delivered to the agency under this authorization must 
he prepad with new postage when regepos ted sn the mails, (4) upon request the agent must provide to the Postal Service all addresses 
to which the agency transfers mari and (5) when any information required on this form changes or becomes obsolete the addressee(s) 
must file a revised appucaton with the Commercial Mail Receiving Agency (CMRA) 


NOTE: The applicant must execule this form in duplicate in the presence of the agent, his or her authorized employee, or a notary 
public The agent provides the orginal completed signed Form 1583 to the Postal Service and retains a duplicate completed signed 
copy at the CMRA business location. The CMRA copy af Form 1583 must at all mes be available for examination by the postmaster (or 
designee! and the Postal Inspection Service The adaressee and the agent agree to comply with all applicable postal rules and 
reguiahens relanse to delven of mai through an agent. Faure to cemply will subject the agency te withhelding of mail from delivery 
Jt! correcte actonis taken 


Tins apphcation may be subject to verification procedures by the Posta: Service to confirm that the appucant resides or conducts 
bus^ess at the home or business address listed in boxes 8 or 11, ano that the identification sted in box Y Is valid 
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CHAPTER ELEVEN 


Create an Employment History 


With the techniques of the previous chapter, you can now safely pass the screening that 
employers will do via credit bureaus. In many cases, this is all of the screening done, and an offer of 
employment will be made soon after. This will frequently be the case in retail employment when 
unemployment rates are low, and these businesses have a difficult time locating new workers. Many 
companies, however, will want to contact previous employers. Most of the time, they will be 
content with just contacting the last employer, but some companies have different policies. 


Some will want to contact all employers over a given time period, say, ten years. This approach is 
very common with firms that do aerospace work, or any airline, especially in light of the terrorist 
attacks. Some companies have a policy that requires them to check the last three employers, 
regardless of the time period. Of course, if the applicant has only two previous employers, as with a 
younger adult or teenager, this 1s acceptable. 


In the context of an overall background investigation, it is important not only that your 
employment history be verifiable, but that it reflects the background you wish to portray. If your 
new identity includes a past in Oregon, for example. then you should have previous employment 
references from there. Nothing raises red flags faster than mismatches or unexplained differences 
between the personal background and the employment background. 


Constructing a Background 


The first step is to decide where you want your past to come from. Much of this detail should 
have been addressed when creating your new identity, but as a general rule, you should only create 
a past history for yourself that 1s plausible and believable. If you are Mexican-American and have a 
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strong accent, creating a past for yourself as a farmhand in North Dakota who is now trying his 
hand in the big city will raise more questions than it answers. 


Never pick a place as a background which you know nothing about or do not have the ability to 
learn about. If your cover story is that you are from Seattle, you had better know enough about 
Seattle to convinee someone who is from there that you actually lived there. America is a highly 
mobile society and the human resources screener or a potential boss might have just come from 
Seattle a few years earlier. Ata minimum you should be familiar with the general layout of the city, 
special or notable civic attractions, have an idea of where major landmarks are. know the names of 
the local pro and college sports teams, know what type of weather the place has. and the primary 
industries and employers. A complete “must-know” checklist appears in Appendix 2. 


The good news is that now. with the easy availability of the Internet. you can learn all of this and 
much more right from a computer terminal in your own home or public library. Simply enter the 
name of vour desired city into any search engine and you will be deluged with more information 
than vou can possibly learn. The important thing is to not rush this learning process: if you do a 
slipshod job. it will come back to haunt you later. By spending the time necessary to truly learn the 
details of your new background, you will be more confident and sure of yourself when you are 
playing the role of being a native of some place you might never have stepped foot in. 


The Benefits of Distance 


The more distance between where you are going to and where your background is from, the 
better. This minimizes the possibility that someone will know that the employment references you 
create are fabricated and not those of genuine businesses. With this exception. the employment 
references vou create will be verifiable and enable you to pass by most pre-employment screening. 


Backstop Your History 


Most of the time previous employment is verified via a telephone call to the previous employer 
listed on the employment application. In some instances. a letter will be sent asking for a reference. 
In both cases. due to legal reasons. the gist of the conversation or letter will focus on two questions. 
The first will be whether the applicant was. in fact, an employee at the company in the capacity and 
during the time period indicated? The second will be. “Would this person be eligible for rehire?” 


The questions are phrased this way because former employees have successfully sued employers 
if they told a prospective employer that the former employee was lousy or lazy. The phrasing keeps 
the discussion on factual terms only: either the person did or did not work at the company during 
the dates indicated and either they would or wouldn't be eligible for rehire. Most employers will not 
say anything more than this and will not confirm details such as previous salary. 


The good news in all this is that the employment reference system can be easily manipulated if 
you are willing to take the time to build and backstop a solid employment history. | recommend that 
two previous employers be created. The first previous employer is your primary previous 
employment reference. This reference should be completely backstopped. and you should have 
worked there at least five years. The second employer need only be partially backstopped, but 
enough to be verified. 
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Keep in mind what we said about geographic separation between the old and the new. America is 
a very large nation, but some professions and fields are relatively small. Hence, you are better off 
making your previous employment in an entirely different line of work than what you want to do in 
the new location, particularly if the desired area of employment is rather small or specialized. This 
avoids the small chance of someone knowing that your former employer does not exist. 


Creating an Employer 


The first step in building an employment reference is to come up with a company name. Do not 
use any variation of your own name and avoid those of real companies, especially nationwide 
businesses. Come up with a list of about ten different names, then do a nationwide telephone 
directory search to see if any of them are already listed. This is easily done via the Internet. Simply 
go to one of the nationwide “find a business” pages and plug in the name. If you find matches, a 
small change in the name of the corporation will often be enough to avoid any conflicts with a real 
business. Of course, our “company” will only serve one purpose, and aside from this, it will have a 
very low profile. 


Once you have a company name, you need to set up a mailing address and telephone number. 
This is best done with a high-end secretarial service, one that will also provide a telephone number. 
Expect to pay around $100 for what is frequently known as a company “identity” package. For this 
fee you will receive a corporate street address, mail handling, and frequently a telephone number. 
For an added monthly fee you can arrange to have this telephone number listed with directory 
assistance and in the local telephone book. Do so. You now have a working company address and 
telephone number. You can have a recorded voice-mail message or arrange to have a live operator 
answer the number during office hours. 


The next step is to register the domain name of the company. All legitimate businesses have a 
Web site and yours should be no different. For less than $100 you can register the corporate domain 
with Network Solutions or a competitor, and then arrange to set up a bare bones Web site with a 
hosting service. By making the corporate description somewhat nebulous — consulting or 
something similar — you can avoid having to be too specific on your Web site. It also will give you 
flexibility when describing your previous job title. 


Incorporation 

The next step is to make this cover company a real business entity by incorporating it. | 
recommend you incorporate the firm in Nevada. Nevada has the least burdensome incorporation 
requirements of all the states, and it can be done relatively cheaply. Nevada also requires very little 
information about the corporate directors, so they can be fictitious without the state knowing any 
different. Finally, Nevada does not tax corporations, which eliminates a paperwork headache. 


Why incorporate? Because now your cover company will have a real Employer Identification 
Number issued by the IRS and it is now a real, legally constituted entity. This means your company 
can now issue all the paperwork “real” corporations do: W-2 forms, 1099 forms, statements of 
earnings, corporate reference letters, etc. 


The 1.D. Master 
Little Known Tactics of Identity Change Professionals 


68 


There are many excellent incorporation services one can use. At a minimum, you will want to 
purchase an incorporation package that includes a corporate mailing address for legal service and 
the provision of the corporate seal and documents. It is necessary to have a mailing address for legal 
service within the state of Nevada. On your corporate letterhead this address will be listed as your 
headquarters and the address in your “background” city will be listed as a branch office. 


Creating Company Detritus 

Once this is done. you will need to get corporate letterheads printed. Go to a copy shop or a 
business center. and they will help you pick out a corporate logo and letterhead. Do not skimp. 
Purchase high-quality paper and envelopes that would impress the recipient. Consider the 
correspondence you have received from corporations in the past. It is almost always on high-quality 
paper; and yours should be as well. 


Your incorporation service should have arranged with the IRS to obtain an Employer 
Identification Number. This will allow you to generate W-2 forms and other documents that can be 
used as proof of income or earnings. Some employers may wish to see proof of your previous 
salary, or you might need a payroll stub as a secondary proof of identification for some purpose. 
You can now manufacture these at will. These documents can be useful when renting an apartment 
if the rental agency wants proof of income, or at a motor vehicle department were proof of your 
Social Security number is required. They can also be used to establish proof of residency. 


Job References 


You are now in a position to write yourself an excellent job reference. In general, these reference 
letters should simply verify the dates of your former employment, state the capacity in which you 
were employed, and close with the statement that you were an excellent worker and that if more 
information is required, the letter writer should be contacted. A letter such as this can be 
photocopied and included with resumes and job applications. In many instances, if a written letter of 
reference is included from a former employer, no further verification will take place. This is 
especially true of small firms or for low-level jobs. 


Never claim military service. It is quite easy to document, because the form employers are 
supposed to accept from veterans as proof of service, the DD-214, is easily forged. But it is simply 
too big a risk that you will run into someone who actually served in the unit you claimed to have 
been in. Second. emplovers receive certain tax breaks and other benefits for hiring veterans, and any 
paperwork done on your behalf will be rejected out of the system. 


The second employment reference should be constructed like the first one, with the exception that 
you need not go to the trouble of actually incorporating the company. For completeness. you can 
carry out all of the steps if you wish. The second company can be in the same city as the first, or in 
a different location. If it is in a different city, make sure you take the steps to familiarize yourself 
with this city as well. 


In Appendix 3 is a reprint of an incorporation advertisement from a firm that offers this type of 
service. A complete listing of such services can be found on the Internet. 
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CHAPTER TWELVE 


Create an Education History 


Another problem the job seeker will confront is how to create or recreate an educational 
background. Once again, the key to doing this effectively is to know which kinds of records are 
routinely verified and which are not. The good news is that educational credentials can almost 
always be bluffed if you provide appropriate documentation for what is claimed and can effectively 
play the role of someone with your purported background. This is true, even in cases where your 
degree is not directly related to the job being sought. Many employers require college degrees of all 
workers, even if the job, such as sales, has nothing to do with a particular field. Employers have 
found that people with college backgrounds make better workers. 


Cautions 


However, be careful. If you are claiming a degree in computer Science, but your knowledge of 
computer programming is rudimentary, watch out. If you get a job selling cars with a fake resume 
that says you speak French, you had better be able to speak French when, by chance, that couple 
who just moved to America comes to your lot to buy a car. Your sales manager will be beaming 
when he sends them straight to you to close the deal. Five minutes later you will be on the street. 
exposed as a fraud when not one word of French escapes your lips. 


So. we start this chapter with what not to do. Do not claim skills you do not have, no matter how 
expedient it may seem. It will get you in trouble later on, in some way you did not expect. 


Diploma Mills 
The second no-no is purchasing a degree from what are known as diploma mills. You see 
advertisements for these "institutions of higher learning” on the Internet as well as in national 
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publications such as U'S4 Today. These need to be avoided because. as one book described it. using 
a degree from one of these schools is like putting a “time bomb” in your resume. 


People are caught using diploma mill degrees because the schools must advertise to stay in 
business. A new diploma mill gets set up, starts advertising. and then thousands of people purchase 
degrees from it. Most of these customers never get caught, at least not right away, but then someone 
gets into trouble with one of these purchased sheepskins and the school becomes front-page news. If 
criminal laws have been violated, the list of "graduates" may be made known to the police and you 
could find yourself the recipient of some attention from law enforcement agencies. 


If your employer finds out your degree is from a diploma mill, you might not only be fired. but 
also sued for civil fraud and have to pay back any wages you received, plus damages. plus lawyer 
fees. Your reputation, and hence the value of your new identity, will have been destroyed. 


How do you know if a school is a diploma mill? There are some definite warning signs. If a 
school offers to sell you a degree outright for a set price, with little or no work, that is a good 
indication that it is a diploma mill. A legitimate school will want to know about your background 
and will have definite requirements that must be met before a degree will be awarded. If a school 
offers to backdate your diploma, that is another sign of a degree mill. 


A flashy Web site and high-quality advertising material are no guarantee of a school's legitimacy. 
The Internet has created an entirely new generation of diploma mills, many based in foreign 
countries. Complete coverage of diploma mills and legitimate schools offering degrees 
nontraditionally can be found in the Recommended Reading. The discussion here will focus on two 
techniques that can be used to obtain a job until real educational credentials can be obtained. 


The High School Diploma or GED 


First, high school diplomas are rarely checked out. It is automatically assumed that you have a 
high school diploma and most employers do not even bother to verify this. In a rare instance, one 
might ask to see a copy of the high school diploma or grade transeript. It is easy to obtain a real 
high school diploma via the GED program. The GED will give you a legitimate high school 
diploma that is readily accepted by all employers and many colleges. Information on where and 
how to take the examinations is available from any school district office or college counselor. 
Review manuals can be purchased at bookstores nationwide. As a practical matter. you can claim 
graduation from whatever high school you want and it will be accepted at face value. 


As always there are a few caveats. Make the high school far away from where you are seeking 
employment. Use the Internet and get some level of familiarity with your "alma mater," just in case 
someone at your new place of employment actually went to your school. Also. do not choose super- 
exclusive or high-profile schools for your old high school. Avoid Beverly Hills High School, for 
example. More than a few have been exposed after claiming such an exclusive pedigree. Make 
yourself just another nameless, faceless graduate of a large, urban high school. 
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College Degrees 


College degrees are another matter. Most employers will want some verification of the degree. 
Unless it is an active investigation, this can be provided by the applicant himself. Most employers 
are not interested in seeing a copy of the actual degree, but want to see the transeript. The transcript 
is the true document that indicates when the school was attended, what courses were taken, the 
grades and credit received, and finally, what degree, if any, the school has conferred on the 
applicant. Many times. a job advertisement will require that certified copies of the academic 
transcript accompany the resume. When this is the case, these certified copies are accepted as proof 
of the degree without any further checking. If an advertisement asks for the applicant to submit 
official transcripts with the application, it is an excellent bet that no further verification will be 
made of the educational history. 


Choosing a College 

Therefore, it can be a powerful weapon to have the ability to turn out believable transcripts from 
schools of your choosing. Once again, some considerations need to be kept in mind when doing 
this. Do not claim medical, dental, or legal degrees. Even if you have the skills in these professions, 
they are so heavily regulated, you will almost certainly be exposed. The worst thing you can do 1s 
claim a medical degree without any training. Suppose you used this degree to obtain a managerial- 
type job. Your explanation was that you were interested in making a career change after deciding 
that medicine was just not for you. Months later, an accident happens at your job and someone 
sends for you to attend the scene until the paramedics arrive. After all, you are a doctor. You can 
see exactly where this little scenario is leading. 


Do not claim degrees from super prestigious universities and colleges. It might seem to be a smart 
idea to say you are a Harvard graduate or went to Yale, but these schools have so many people who 
falsely claim credentials that employers tend to call them to verify directly anyone claiming a 
degree, even if impeccable transcripts are enclosed. Also, because of the ultra-high profile of 
schools like these, there is a very good chance you could run into someone who went to the school 
and was in the same program you “were.” 


Know Your College 

The best bet is to make yourself a graduate of a very large, undistinguished state university, a 
good distance away from where you intend to seek employment. Do your homework. Use the 
Internet to research your alma mater and make sure that it offers the degree program you wish to 
claim. Once you have determined that it does, obtain a copy of the curriculum for the degree 
program. This is often posted on a departmental Web site. At a minimum, you should know the 
following facts about your new alma mater: 


O Nickname of the school 

O School mascot or emblem 

O Location and approximate size 
O Semester or quarter system 
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O Major sports teams 
O General campus lavout 
D Important local knowledge of nearby area 

Two easy ways to do this are to subscribe to the campus newspaper, and visit its web site 
regularly. The next step is to obtain a sample transeript from the school. This requires a little work, 
but this step is very important, because it ensures that the fake transcript you later create looks like 
an authentic document from the school. This is where your corporate letterhead comes in very 
handy. 


Creating a Transcript 

Run an employment ad in the school newspaper. This can be done very cheaply, and the career 
placement office on campus will help you do it. You might also be able to place a free flyer offering 
employment with your company on the bulletin boards in the student center. The job advertisement 
should offer employment for people with the type of qualifications you want to claim. In the ad you 
would offer a salary range that is about twenty percent higher than normal for entry-level workers in 
this profession. Request that applicants send a resume and a copy of their transcripts. Within a short 
time you will have plenty of sample specimens of real transcripts from the school. 


Now that you have a sample. vou can go about making your own forgery. Complete details on 
forging academic transcripts and other documents can be found in the book, The ID Forger. I will 
only make general recommendations here on some of the best practices. 


Most universities use one of two types of transcripts: either a vertical type. that is, read from top 
to bottom: or a landscape type. where the information is displayed from left to right. Aside from 
this. there is a lot of commonality on the basic information. The forgery of academic transcripts can 
be greatly simplified if vou start with the basic form most universities and colleges use and then 
customize it for your needs. 


One place that sells the necessary forms is www.prestigious-images.com. They sell both types of 
transeript paper along with the computer software that allows vou to place the image of the school 
on the paper and plot courses taken and grades received. You will. of course. be working from a real 
sample. so you can duplicate this precisely with the software. On the next page we have reproduced 
a sample of the transcript paper available for sale from this company. 


A real transcript will bear a raised. embossed seal. A few schools may now issue transcripts 
without one, but most transcripts will have this seal. You will need to purchase a seal, although it 
need not be that of the school. Most people do not bother to look all that carefully at the seal itself. 
A seal of the state the school is located in will work just fine. especially if your university is a state 
school. The school seal is frequently just a modification of the state seal. State seals are available 
from any number of places — an office supply store can order one for you. You can also purchase 
one via mail from NIC Law Enforcement Supply. They also sell stamps that say useful things such 
as “certified copy.” These can also be added to the document to enhance its authenticity. NIC Law 
Enforcement Supply's Web address ts: www.n-i-c-ine.com. 
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THE FACE OF THIS DOCUMENT HAS A COLORED BACKGROUND ON WHITE PAPER 


ACADEMIC RECORD OF 


ae ELE 


REVERSE SIDE HAS A FLUORESCENT ARTIFICIAL WATERMARK 
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Degree Certificates 

There might be occasions where you will actually want a degree or diploma certificate itself to 
photocopy or hang on a wall. You can purchase duplicates of diploma and degree certificates from 
companies that technically bill themselves as “document replacement services.” For a fee, these 
services will reproduce any degree or certificate that you have “lost” or “misplaced.” The legal 
disclaimer you sign when you purchase the document is cnough to keep these people out of any 
trouble with the police. The best of these services is a firm known as Couch Potato Publishing, and 
despite their name, they produce first-class work and have been in business a long time. 


Couch Potato can make an entire raft of documents and certificates: college degrees from both 
American and foreign schools, awards certificates, military award citations. high school diplomas. 
etc. You can write away for their catalog which costs about two dollars. The address is 

Couch Potato Publishing 

4211 Little Road, Suite 9 

New Port Richey, FL 33307 


Get Your Own Degree 


The long-term solution is to obtain real credentials in your new name. This should be pursued 
even if you obtain suitable employment with your excellent forgery. Once you have real degrees. 
you can stop using the forgery and climinate a weak spot in your new background. The good news 
is that it is now possible to earn valid, recognized degrees in many fields nontraditionally and from 
mainstream universities. 


Course credits can be earned via examination, online study, and via the traditional 
correspondence format. Many of these programs allow you to simply register for whatever courses 
you wish to take without any entry formalities. Upon completion of the course you receive credits 
posted on an official transcript. In Appendix 3, we have reproduced some of the course credits by 
examination material from Ohio University, as an example. This method can also allow you to 
obtain transcript samples from a legitimate school for forgery purposes. Simply register for a 
correspondence course, and after you finish it, order a copy of your own transcript. 
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CHAPTER THIRTEEN 


New Identity After 9/11 — 
What to Expect 


The horrific events of September 11th have created new complications for those seeking to 
establish a new identity. It turned out that some of the terrorists had used fake identities or fake 
documentation to aid them in their criminal enterprise. Although the creation and use of fake ID 
was not a critical part of the nefarious plans that culminated in the destruction of the World Trade 
Center towers, fake ID did allow some parts of the terrorists" plans to proceed more easily and more 
efficiently. Right now, the states and the federal government are considering numerous proposals 
that will make it harder to obtain most types of identity documents. So the central questions to be 
considered are: What are these proposed changes, how likely are they to be implemented, and what 
would be a successful strategy for creating a new identity in this atmosphere of enhanced scrutiny? 


In the United States, most identity documents are issued by the individual states. This panoply of 
identity documents includes such things as state identity cards, driver's licenses, birth certificates, 
fishing licenses, hunting licenses, and voter registration cards. Local municipalities issue things 
such as transit passes and library cards. Then there is an additional level of documentation issued by 
quasi-governmental entities, such as the student identity cards issued by colleges and universities. 
Private organizations also issue identity documents — health club membership passes, insurance 
identification cards, bank account ATM cards, etc. 


Unlike in most other nations, the U.S. federal government does not issue the majority of identity 
documents carried by most people. The most common federal identification document is the Social 
Security card, the only federal identification most Americans will ever obtain. The federal 
government also issues passports, but only a small minority of Americans ever get a passport. 
because the foreign countries Americans visit most — Canada, Mexico and the Caribbean nations 
— do not require a passport for entry or return to the United States. 
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Driver’s License 


On a daily basis. the driver's license or state identity card are the fundamental identity documents 
used in America. When someone asks to see identification, they are in fact asking to see one of 
these documents. This has come about because most Americans learn how to drive a car, and most 
people in the United States depend upon a private automobile to get to work. Each state issues 
driver's licenses. and each state has its own requirements for issuance. 


In general, most of these requirements include that the applicant be at least 16 years of age, be a 
resident of the state in question, establish proof of his or her identity, and not be under a license 
suspension or revocation in another jurisdiction. If these requirements are met, a written and driving 
test must be taken, fees paid. and the applicant will walk away with a new license, recognized from 
border to border. 


Documents for Establishing Identity 

To establish identity, the license applicant is required to provide a birth certificate — either an 
original or certified copy issued by the state, county, or municipal registrar. Additional secondary 
documentation must also be provided to establish the identity of the individual. What is acceptable 
will vary from state to state. Some states use a point system, where numerous different types of 
documents can be used. such as: health insurance cards. apartment leases, bank account ATM cards, 
etc. — so long as in the end, the applicant scores the required number of points under the system. In 
a few states, one can even obviate the need to show a birth certificate if enough of these documents 
are presented. 


Some states require applicants to show explicit proof of their Social Security number during the 
licensing process. Most states will accept a variety of documents for this purpose: Social Security 
cards, payroll check stubs, even college transcripts that have the student's Social Security number 
on them. A few states require that the applicant show proof of residency in the state. This can be 
done by presenting a voter registration card, apartment lease or mortgage papers, or an insurance 
policy with a local address on it. 


Once a person has obtained a driver's license or state identification card in one state, he can use it 
in any other state, and more importantly, easily exchange it for a different state's license or identity 
card. An exchange is faster and requires much less documentation than a new issue. The fact that 
the applicant already has a license or identity card from another state is proof in the new state that 
the person is who they say they are. 


The Virginia Loophole 

The September 11th terrorists exploited a loophole in the Virginia motor vehicle code to easily 
obtain driver's licenses in that state. In Virginia, vou could arrange for a state resident to fill out a 
notarized affidavit attesting to the in-state residency of the license applicant. You then showed this 
affidavit to the motor vehicle clerk and she or he would process your application. Some of the 
suicide bombers had obtained Virginia licenses this way. Now all states are examining ways to 
make the issuance of driver's licenses more secure. Lets look at what some of these proposals are 
and how they would affect the public. 
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INS Documents 


Many states are considering making the application procedure more complete. particularly in the 
case of non-U.S.-citizen applicants on temporary residence permits. These applicants carry 
identificauon documents issued by the Immigration and Naturalization Service. The problem the 
states face 1s that the validity of these documents cannot readily be determined. The INS issues 
plastic student visas and work permit identity cards to foreign nationals, and these cards look very 
much like driver's licenses. All states can verify online, in real time, an out-of-state license's 
validity, but they cannot do so with immigration documents. These documents can only be verified 
with INS, and that is a time-consuming and difficult process. 


One proposal being considered is to make the database of all temporary residence visas and green 
cards verifiable at local motor vehicle department offices. This may happen in the future, but it is 
not being done right now because of the expense. Even if the funds are appropriated, it will take 
some time for this to be implemented. It is well known that immigration documents are hard to 
verify and many illegal immigrants successfully establish valid driver's licenses on the basis of 
these documents. High-quality forgeries of immigration documents are available for sale all across 
the country. The INS has responded by instituting tough new anti-counterfeiting features which 
make these documents harder to forge, but this has had an unintended effect. There are now 
numerous versions of the same document in circulation, all valid. By the time all of the previous 
versions have been superceded, the document fakers will have a flawless copy of the current-issue 
document ready for sale. 


Some states have instituted new rules for foreigners here on temporary visas. Many states will 
now only issue a driver's license which is valid for one year, and some look different than those 
issued to American citizens. Other states have gone to mailing out the license to foreign applicants 
later, even if it is a state that normally has instant issuance of the final license. Clearly, one reality 
of September 11th is that foreign applicants from anywhere but Canada will face more scrutiny at 
motor vehicle departments, particularly people who are from Arab nations. 


Social Security Numbers 


The Social Security number requirement is receiving renewed attention. Some states require that 
the license applicant show proof of the Social Security number, but most do not verify the number 
presented with the Social Security Administration. Some states have outlawed the Social Security 
number requirement in driver licensing for privacy reasons. It has been proposed that all states 
require the Social Security number as part of the licensing process, and that all states verify this 
number directly with the Social Security Administration. Would this have made any difference in 
the case of the September 11th terrorists? All of the terrorists had valid Social Security numbers, 
which would have been verified with no trouble. Why? Because all of the terrorists were in the 
United States legally. As a result, they had the necessary paperwork from the INS to qualify for 
valid Social Security numbers. There is also an unintended consequence from enforcing the Social 
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Security number requirement, one that has more relevance for most of the public on a daily basis. 
We can use California as an example. 


Drawbacks to Requiring a Social Security Number 

Into the early 1990s, it was easy for anyone to obtain a valid California driver’s license. All you 
had to do was present a birth certificate and a little other documentation. pass the tests. and you 
would be duly licensed. It did not matter what country the birth certificate was from or what your 
immigration status was, legal or illegal. This is no small consideration in a state with over 2.5 
million illegal immigrant residents. However, California now requires that proof of the Social 
Security number be provided. and this number is verified before the final. permanent driver's 
license is mailed out from Sacramento. California also requires anyone born outside of the United 
States to provide documents from the INS to validate their “legal residence” within the United 
States. 


The unintended consequence of these actions has been a rapid increase in the number of 
unlicensed, uninsured drivers on the roads in California. The fact is, illegal immigrants live in the 
state and they will drive. one way or the other. So the central question is: Do you want these people 
driving with valid licenses and auto insurance, or the current situation, where they have neither? 
Many people in California, who have been in accidents with these unlicensed. uninsured drivers, 
probably wish the law had not been changed. 


Some states have seen the folly of this. Utah. Texas. and North Carolina eliminated the Social 
Security number requirement, because all three of these states have large illegal immigrant 
populations. These states want these people to be safe, licensed. and insured motorists, and the only 
way that this can happen is if they are able to obtain a valid driver’s license. The question of 
whether they are in the country at all is an issue for the federal government. 


Many states have also eliminated Social Security number requirements on licenses for privacy 
reasons. The crime of identity theft has grown exponentially over the last decade, helped in large 
part by many states displaying the Social Security number on the license. or in many instances. 
using the Social Security number as the license number. Some states, such as Washington. have 
outlawed this requirement. and others. such as Alabama. request the number. but it does not appear 
on the license and it is not verified. 


Biometrics 


The next change states are considering 15 the use of biometrics on licenses. Biometrics is the use 
of theoretically unique physical identifiers. such as fingerprints. on the license document. Many 
states — for instance. California and Hawaii — already take a thumbprint from license applicants. 
The utility of fingerprints on a license is primarily to make sure that a person who lost a license 
does not turn around and obtain another license in the same state under a different name. It is hard 
to see how fingerprints could be very effective in curbing identity fraud unless all states use them in 
the licensing process, and then it would only deter someone from getting a second license in the 
same state. However, many states have explicitly outlawed the use of biometrics because of privacy 
law implications and the fact that it smacks of police procedure to the public. 
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Balancing Security and Service 


The problem motor vehicle department administrators face is balancing security considerations 
against the need to serve the public efficiently and without excessive intrusion. All but a very few of 
the people at a motor vehicle office are there to carry out legal activities. Even with the current 
system, the lines and wait times at many motor vehicle offices across the country are long and 
increasing. Consider what would happen if every birth certificate, Social Security card, and 
immigration document was subjected to verification. Instead of accepting a rent receipt or lease as 
proof of residency, the state could also mail a card to your address which you would have to bring 
with you on a return visit to pick up your final license. These cards would have to be individually 
numbered to guard against counterfeiting, and backed up with a database to verify them when 
presented. This would complicate the licensing process even more and cost the states much more 
money. 


Possible Changes in Procedure 


What changes are we likely to see? First, clerks will be given more training in how to spot fake 
documents. There will be a tightening of the requirements of what is acceptable documentation. 
Where before a notarized copy of something might have been accepted, now only certified copies or 
originals will do. Certainly, people from Middle Eastern countries will face much higher degrees of 
scrutiny, and the INS will institute new training for motor vehicle clerks on how to spot 
immigration-document forgeries. It is possible that a real-time verification system for immigration 
documents will be instituted. The licenses themselves will become harder to forge, with more 
holograms, multiple pictures, and other anti-counterfeiting features. 


In light of this, is it still possible for a new-identity seeker to obtain a driver's license or state 
identity card in a new name? The answer is yes — with certain caveats. Anyone who has read my 
other books on new-identity creation understands that the key to a successful new identity is 
extensive preparation. First, some states are harder than other states. If the new identity seeker does 
not have a verifiable Social Security number, do not apply in a state that makes this a mandatory 
requirement and performs verifications. This information can be determined by going to the various 
state motor vehicle department web sites and carefully reading what the requirements are. You can 
also call the public service phone numbers of these agencies and ask what they require. One way to 
get extremely detailed information when you call is to say that you are an American returning from 
overseas after 15 years, and you need to know what to bring with you. This is an excellent strategy, 
because they will assume you have not had a license from any state before, and will have to provide 
the maximum amount of documentation. 


Older first-time applicants — people past 30 — have always faced more scrutiny, but not because 
of terrorism. It is assumed if you are over 30, and do not have a license, you must have had one 
before, but it was suspended or revoked. The motor vehicle clerks check. your name and birth 
through what is known as the National Driver Register (NDR). The NDR is a listing of everyone in 
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the country whose licenses have been suspended or revoked. Motor vehicle clerks do this online 
while you are waiting. 

Most motor vehicle clerks have been given training in how to spot forgeries of birth certificates. 
But this training is complicated by the simple fact that there are hundreds, if not thousands, of 
different types and styles of birth certificates in use. Birth certificates are issued by both county and 
state registrars in most states, and many larger cities still issue birth certificates. Birth certificates 
from the same office but from different years will look different. Seals will vary. and some states 
and counties also issue wallet-sized birth cards. 


Motor vehicle clerks are taught to look for an embossed seal and signature, numbers that are 
typical for birth certificates from that jurisdiction, and to be suspicious if the person and the 
document do not seem to match. A good example would be someone who presents a birth certificate 
from West Virginia. but who is clearly Hispanic and speaks little or no English. Many of the books 
on new identity-creation explain in detail what real birth certificates look like and what information 
the new-identity seeker should make sure is on his birth document. 


Be Prepared 


Clerks are also trained to look at the entire picture presented. This is why it is crucial, particularly 
post-September 11, to be completely prepared. A person waltzing into a motor vehicle office with 
just a birth certificate 1s automatically suspect. The new-identity seeker should obtain as much 
documentation as possible before going to the motor vehicle department. If you are denied for some 
reason, you want it to be simply a matter of you did not have something they need, not because they 
are suspicious of you. The way to avoid suspicion is to go to their office with a wallet brimming full 
of secondary documents, obtained over time, along with your birth certificate. 


This means obtaining a voter registration card, health insurance card, YMCA card. library card. 
transit pass, etc., before you go. An excellent source of photo identification is a student 
identification card issued by a local college or university. Register for one course and the card is 
yours. Frequently. you can get the ID as soon as you register, even if you have not paid your fees. 
Bank ATM/debit cards can be obtained by applying for a bank account online. and these are 
frequently accepted as secondary sources of identification. In the clerk’s mind, someone with all of 
this detritus of life must be the real deal. 


What must be avoided are mail-order birth certificates and other mass-produced identity 
documents. Post-September 11, the surveillance of these document sellers has been increased. and 
even 1f they sell their wares within the law. the government will compile samples of the goods and 
distribute copies of these documents to motor vehicle departments nationwide. Anyone using these 
documents will be detected and probably prosecuted. With computer technology, most people can 
produce birth certificates at home that are as good, or better, as those issued by the state. 


So. we can conclude that the result of September 11th for fake ID is to create new hurdles, but 
none that are impassable. The new-identity seeker will just have to be more careful and meticulous 
in his preparation, and stay informed as to the best places to penetrate the system. 
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Recommended Reading 


Acquiring New ID, by Ragnar Benson, Paladin Press. 


Be Your Own Dick, Private Investigating Made Easy, Second Edition, by John Q. Newman, 
Loompanics Unlimited. 


Bears’ Guide to Earning Degrees by Distance Learning, 14" Edition, by John B. Bear and Mariah 
P; Bear. Ten Speed Press: 


Bears’ Guide to the Best Computer Degrees by Distance Learning, by John Bear, Mariah Bear, and 
Larry McQueary, Ten Speed Press. 


Bears’ Guide to the Best MBAs by Distance Learning, by John Bear and Mariah Bear, Ten Speed 
Press. 


Birth Certificate Fraud, by U.S. Inspector General, Breakout Productions. 

Counterfeit ID Made Easy, by Jack Luger, Loompanics Unlimited. 

Credit Power!, by John Q. Newman, Breakout Productions. 

Fake 1.D. by Mail and Modem, by Trent Sands, Loompanics Unlimited. 

Fraudulent Credentials, U.S. House of Representatives Report, Loompanics Unlimited. 


Heavy Duty New Identity, Revised and Expanded Second Edition. by John Q. Newman, Breakout 
Productions. 


How to Disappear Completely and Never Be Found, by Doug Richmond, Loompanics Unlimited. 


The ID Forger, by John Q. Newman, Loompanics Unlimited. 
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Identity Theft: The Cybercrime of the Millennium, by John Q. Newman, Loompanics Unlimited. 
The Modern Identity Changer, by Sheldon Charrett, Paladin Press. 

New LD. in America, by Anonymous, Paladin Press. 

The Paper Trip III, by Barry Reid, Eden Press. 

Reborn In Canada, Third Edition, by Trent Sands, Breakout Productions. 

Reborn in the USA, Third Edition, by Trent Sands, Breakout Productions. 

Understanding U.S. Identity Documents, by John Q. Newman, Breakout Productions. 
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NEVADA REVISED STATUTES 


NRS 41.270 
Proceedings to Change of Persons Names 


3.223 JURISDICTION OF FAMILY COURTS 
1. In each judicial district in which it is established, the family court has original, exclusive jurisdiction in 
any proceeding: 

(a) Brought pursuant to chapter 82, 123, 125, 125A, 125B, 126, 127, 128, 129, 130, 159, 425 or 
432B of NRS. 

(b) Brought Pursuant to chapter 31A of NRS, except to the extent that NRS 31A.010 authorizes the 
use of any other judicial or administrative procedure to facilitate the collection of an obligation for 
support. 

(c) Brought Pursuant to NRS 442.255 and 442.2555 to request the court to issue an order 

authorizes an abortion. 
d) For judicial approval of the marriage of a minor. 
e) Otherwise within the jurisdiction of the juvenile court. 
f) To establish the date of birth, place of birth or parentage of a minor. 
g) To change the name of a minor. 
h) For a judicial declaration of the sanity of a minor. 
i) To approve the withholding or withdrawal of life-sustaining procedures from a person as 
authorized by law. 

(j) Brought pursuant to NRS 433A.200 to 433A.330, inclusive, for an involuntary court-ordered 
admission to a mental health facility. 

2. The family court, where established, and the justices court have concurrent jurisdiction over actions for 
the issuance of a temporary or extended order for protection against domestic violence. 


41.230 ACTIONS CONCERNING PERSONS 


41.230 Hearing. 

Upon the hearing of the petition the court may require information appearing to be pertinent to the 
particular case at hand, and the court may require the presence of any person. or the affidavit of such person 
if he is out of the jurisdiction of the court, as to enable the court to be fully advised in the premises. 


41.240 Court order establishing facts as presented to court. 
After the court deems the evidence presented upon the hearing of the petition sufficient to grant the 
prayer of the petitioner, it shall make an order establishing the facts of the mailer as presented to the court. 


41.250 Verified Petition; 

Any person desiring to have their name changed may file a verified petition with the clerk of the 
district court of the district in which they reside. The petition shall be added to the court and shall state the 
applicants present name, the name which they desire to bear in the future, the reason for desiring the 
change of name and whether they have been convicted of a felony. 


41.250 Filing of decree. 


Any decree rendered under the provisions of NRS 41.210 to 11.260, inclusive, shall be filed with the 
state health officer and in the office of the county recorder of the county in which the decree is rendered. 
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PROCEEDINGS TO CHANGE NAMES OF PERSONS 


41270 Verified petition. 

Any person desiring to have his name changed may file a verified petition with the clerk of the district 
court of the district in which he resides. The petition shall be addressed to the court and shall state the 
applicants present name, the name which he desires to bear in the future, the reason for desiring the 
change and whether he has been convicted of a felony. 


41.280 Publication of notice. 

Upon the filing of the petition the applicant shall make out and procure a notice, which shall state the 
fact of the filing of the petition, its object, his present name and the name which he desires to bear in the 
future. The notice shall be published in some newspaper of general circulation, in the county once a week for 
3 successive weeks. 


41.290 Order of court; hearing on objections; disposition and recession of order. 

1. If, within 10 days after the last publication of the notice no written objection is filed with the clerk, 
upon proof of the filing of the petition and publication of notice as required in NRS 41.280, and 
upon being satisfied by the statements of the petition, or by other evidence, that good reason 
exists therefore, the court shall make an order changing the name of the applicant and shall 
appoint a day for hearing the proofs, respectively, of the applicant and the objection, upon 
reasonable notice. Upon that day the court shall hear the proofs, and grant or refuse the prayer 
of the petitioner according to whether the proofs show satisfactory reasons for making the 
change. 

2. Upon the making of an order either granting or denying the prayer of the applicant, the order 
must be recorded as a judgment of the court. If the petition is granted, the name of the applicant 
must there upon be as stated in the order and the clerk shall transmit a certified copy of the 
order to the state register of vital statistics. 

3. If an order grants a change of name to a person who has a record, the clerk shall transmit a 
certified copy of the order to the central repository for Nevada records for criminal history for 
inclusion in the person's record of criminal history. 

4. Upon receiving uncontrovertible proof that an applicant in their petition falsely denied having 
been convicted of a felony, the court shall rescind its order granting the change of name and the 
clerk shall transmit a certified copy of the order rescinding the previous order to: 

(a) The state registrar of vital statistics for inclusion in their records: 
(b) The central repository of Nevada records of criminal history for inclusion in their record 
of criminal history. 


VITAL STATISTICS 


440.310 Vital Statistics 
1. Application for a birth certificate pursuant to this section must be made in writing on a form 
supplied by the state registrar and be accompanied by: 
(a) The document for which a replacement is sought. 
(b) A translation of the document. 
(c) An affidavit executed by the translator before a person who is authorized to administer 
oaths, attesting to the accuracy of the translation. 
(d) A certificate from the United States Immigration and Naturalization Service which 
establishes that the person who is the subject of the document has entered the United 
States legally. 
(e) The fee required by this chapter for the making and certification of the record of any birth 
by the state registrar. 
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2. When he receives an application and the documents required by this section, the state registrar 
shall prepare a birth certificate and clearly mark it on its face: 
“ISSUED TO REPLACE A BIRTH RECORD FROM IN THE 
LANGUAGE.” 


440.305 Certificate of birth: 

State registrar to change the name on certificate upon request of certain persons. Upon request of a 
person or his parent, guardian, or legal representative, and after receipt of a certified copy of an order of the 
court changing the name of such person, whether such order was entered prior or subsequent to July 1, 
1980, the state registrar shall indicate the change of name on the certificate of birth of such person. 


440.310 Adopted children: 

Supplementary certificate; report of adoption, amendment or annulment of order or decree of 

adoption; availability of records on court order. 

1. Whenever the state registrar receives a certified report of adoption, amendment or annulment of 
adoption filed in accordance with the provisions of NRS 127.157 or the laws of another state or 
foreign country or a codified copy of the adoption decree he shall prepare a supplementary 
certificate of birth in the new name of the adopted person which; shows the adoptive parents as 
the parents, and, except as provided in subsection 2, seal and file the report or decree and the 
original certificate of birth. 

2. Whenever the state registrar receives a certified report of adoption, amendment or annulment of 
an order or decree of adoption from a court concerning a person born outside this state, the 
report must be forwarded to the office responsible for vital statistics in the person's state of birth, 
if the birth occurred in a foreign country, the report must be returned to the attorney or agency 
handling the adoption for submission to the appropriate federal agency unless a birth certificate 
has been prepared pursuant to NRS 440.303, in which case the state registrar shall, if he 
receives evidence that: 

(a) The person being adopted is a citizen of the United States and; 
(b) The adoptive parents are residents of Nevada, prepare a supplementary certificate of 
birth as described in subsection 1. 

3. Sealed documents may be opened only upon an order of the court issuing the adoption decree, 

expressly so permitting, pursuant to a petition setting forth the reasons therefor. 


NOTE: Each District Court has its own rules and regulations as to the paper used and Court styling. Check 
with your local District Clerk and they will give you a copy of the rules. Below is outlined for Clark County and 
most of the other Districts. Courts will change from time to time as to the requirements. 


NOTE: In the Eighth District Court there has been some recent changes: 
1. The documents shall have a two-hole punch at the top and in the center of the documents. 
2. The word ORIGINAL shall be stapled in large (20 point) letters between the two holes. 
3. At the top of the documents, before the name of the petitioner, shall be the code for the action. 
Name change code PCON (this means Petitioner Change of Name) 
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EIGHTH DISTRICT COURT RULE 7.20: FORM OF PAPERS PRESENTED FOR 
FILING; EXHIBITS’ DOCUMENTS; LEGAL CITATIONS. 


(a) All pleading's and papers presented for filing must be flat, unfolded, firmly bounded together at the 
top, on white paper of standard quality, not less than 16-Ib. weight and 8% X 11 inches in size. All 
papers must be typewritten or prepared by some other duplication process that will produce clear 
and permanent copies equally legible to printing. All print shall be of a size providing no more than 
10 characters per linear inch; e.g. pica. Carbon or photocopies may not be filed, except as provided 
in paragraphs (d) and (f) of this rule. Only one side of the paper must be used. The lines of each 
page must be double-spaced, except that descriptions of real property may be single-spaced. All 
quotations of more than 50 words must be indented and single-spaced. Pages must be numbered 
consecutively at the bottom. Lines of pages must be numbered in the left hand margin. 

(b) No original pleading or paper may be amended by making erasures or interlineation thereon, or by 
attaching slips thereto, expect by leave of court. 

(c) The following information shall be stated upon the first page of every paper presented for filing, 
single-spaced. (1) The name, Nevada State Bar identification number, address and telephone 
number of the attorney and any associated attorney appearing for the party filing the paper and 
whether such attorney appears for the plaintiff, defendant, or other party, or the name, address, and 
telephone number of a party appearing in person, shall be set forth in the space to the left of the 
center of the page beginning at the top of the first page. The space to the right of center shall be 
reserved for the filing marks of the clerk. 

(d) The title of the court which is designated as District Court Clark County, or other county, shall appear 
at the center of the first page at least one inch below the information required by paragraph (1). 


DISTRICT COURT 
CLARK COUNTY, NEVADA 


(3) Below the title of the court, there shall be inserted in the space to the left of center of the paper the name 
of the action or proceeding, i.e.; 


JOHN DOE, 
Plaintiff, 
-VS- 


) 
) 
) 
) 
RICHARD ROE ) 
Defendant, ) 
(4) In the space to the right of center, there shall be inserted this case number, the department number, and 
the docket number as follows: 


CASE NO. 
DERIT NO. 
DOCKET NO. 


(5) The title of the pleading, motion or other document, sufficient in description to appraise the respondent 
and clerk of the nature of the document filed, or the relief sought, e.g.: Plaintiffs Motion to Compel Answers 
to Interrogatories; Defendant's Motion for Summary Judgment against John Doe, Plaintiff John Doe's 
interrogatories to Defendant Roe; Order Granting Plaintiff Doe's Motion for Summary Judgment against 
Defendant Roe, must be typed or printed to the right of center under the Docket number or to be centered on 
this page directly below the name of the parties to the action or proceeding. 
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For the convenience of the court and the parties, the same title used on the motion papers must appear on 
all calendars at the time of the hearing. 


(SAMPLE) 
DISTRICT COURT 
CLARK COUNTY, NEVADA 


JOHN DOE ) 
Plaintiff, ) 
-VS- ) CASE NO. 
RICHARD ROE, ) DEPT NO. 
Defendant, ) DOCKET NO. 


MOTION, ORDER, REPLY, JUDGMENT, ETC. 


Date of Hearing: 
Time of Hearing: 


(6) If the paper to be filed is a response, reply or other document related matter which has already been set 
for hearing but not yet heard, the time and date of the hearing shall appear immediately below the title of the 
paper. 
(d) All exhibits attached to the pleading or papers must be in 8% x 11 inches in size. Exhibits which are 
smaller must be affixed to a blank sheet of paper of the appropriate size. Exhibits which are larger 
than 8% x 11 inches in size must be reduced to 8% x 11 or must be folded as to measure 8% x 11 
inches in size. All exhibits attached to pleading or papers must clearly show the exhibit number at the 
bottom or on the right side thereof. Plaintiffs must use numerical designations and defendants must 
use alphabetical designations. Copies of exhibits must be clearly legible and not unnecessarily 
voluminous. Original documents must be retained by counsel for introduction as exhibits at the time 
of a hearing or at the time of trial rather than attached to pleading. 
(7) With the exception of printed forms furnished by the Country Clerk's Office, a list of which may usually 
be obtained at the Clerk's Office, all pleading's and documents filed MUST BE: 

(a) On legal cap, of good quality and without interlineations except by leave of court. 

(b) Original typewritten pages, using one side of the paper only, double-spaced and numbered 
consecutively at the center bottom of the page. Real estate descriptions may be single-spaced 
and all quotations of more than 50 words must be indented and single-spaced. 

(c) If copies of documents instead of originals must be submitted, they MUST be retyped or 
consistent of a copying process which is clearly legible. 


LOCAL RULES of DISTRICT COURT 


Keep informed of the local District Court Rules for your District 
Eighth Judicial District Court Rule 7:23 
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Social Security Administration Application for a Social Security Card 


SOCIAL SECURITY ADMINISTRATION Application for a Social Security Card UIE NE CBE e 
— a x 
a TO BE SHOWN ON CARD R npe i s uu u 
1 FULL NAME AT BIRTH ; | First "Full Middle Name pm 
s IF OTHER THAN ABOVE i 
| OTHER NAMES USED ——» | 
MAILING N i | B /— Steel Adaress Apt No, PO Box, Rurai Route No a 
2 | ADDRESS ^ —  * bh — 
Do Not Abbrevate ! 2 = Zip Coge 
3 CITIZENSHIP E c Legal A en „Laga Alien _ Other 
¡Check One) _ U.S. C tzen [7 Arowed To | INot Allowed 1) (See Instructions 
"il bao P ; kd = Won o .. To Work ____ On Page 1) 
pe ———————» | Mae |} Femae 
i ' RACE/ETHNIC Asian p North 
| eo ASian-A Ci rm : — A White 
5 | DESCRIPTION do E ager, (Not 
' (Chec« One Only - Vountary) | Pac tc Islander Hispanic) Alas«an Hispanic) 
E M E » A Native p 
, DATE PLACE OF Oct 
OF 7 ‘BIRTH ony 
| BIRTH Month, Day. Year : | (Do Not Abbreviate) ] _ Cty State or Foreign Country eI 
A. MOTHER'S MAIDEN Fi Ful Middle Name Last Name At Her Birth 
8 | NAME ae o 
B. MOTHER'S SOCIAL SECURITY | mmaa r 
KEE a ee ng M | 
l (Complete oniy { applying for a number lor a cud under age 18) 2 "m e E [| : [ | L | [] 
"Fest Full Middle Name TE 


A.FATHER'S NAME —> 
' B. FATHER'S SOCIAL SECURITY 


tios * a opi 71 [53 
NUMBERD ucc s i Li PL [ p | | ] 
(Complete only t app ying for a number for a child under age 18 } ! == i 


Has the applicant or anyone acting on his/her behaif ever filed for or received a Social Security 
1 0 number card before? 


[| Yesu yes aier quesis n 131 — AE ess. ml e al 

14 Enter the Social Security number previously O | ar | | e] 1 | ] | l | ] 
assigned to the person listed in item 1. ———————» X ETE Jmm) | 
Enter the name shown on the most | pst Middle Last 


1 2 recent Social Security card issued for 
.|the person listediinntem lamen > 1 


13 Enter any different date of birth if used on an 


~ earher PERRO ra po. ———————ÉÉ Month Day, Year 
4 TODAY'S DAYTIME ( ) di 
14 DATE asi Ba ver 15 PHONE NUMBER sorca "ees 
cel DERMATO, Y f SHON CORT AUS NG 70 RE FLANI ISHED FALSE N NFORMA T ON ^N TH S. APPLCATIDN I A SAME FUNISPABLE BY FINF OR MPR SONMENT OR BOTH 
16 ‘YOUR SIGNATURE — — i 17 YOUR (ar eels li THE PERSON JN ITEM 11S: 
» ia t f ie Gg —- ; Jie: - aja pecity) 


LO NOT WHITE BELOW 1HIS LINE «FOR SSA LSE ONL v) 
uet. ToDo Dic "ERE 


UR T " : E. E "one loni 


EVIDENCE SUBMITTED Cy n m "T SIGNATURE AND TITLE OF EMPLOYEE(S) REVIEW 
ING EVIDENCE AND,OR CONDUCTING INTERVIEW 
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WHEN YOU APPLY FOR A CHILD’S 
SOCIAL SECURITY NUMBER 


You may need this additional information to complete items 8.B and 9.B. on Form SS-5, Application 
for a Social Security Card. 


When you apply for a Social Security number for a child under age 18, you need to provide each parent's 
Social Security number unless the — 

* parent does not have a Social Security number; 

e parent's Social Security number is not known. 


If you can't provide the parent's Social Security number for one of the reasons listed above, we'll still be able 
to assign the child a Social Security number. 


AANANNANANANANANNANNANANNANNANANNANNAANAANANNNDINNISINONOIN IN NN NONI INN IN NIN NNNONNONOINONONNON NONI PSGUPSUPS PISIS PSCUPSCUIS ONINONON PS PS IL, 


CUANDO USTED SOLICTIA UN NÚMERO 
DE SEGURO SOCIAL PARA UN NIÑO 


Usted podría necesitar esta información adicional para completar los articulos 8.B y 9.B. en el 
formulario SS-5, Solicitud para una tarjeta de Seguro Social. 


Cuando usted solicita números de Seguro Social para un niño menor de 18 años, necesita proveer los 
números de Seguro Social de cada padre a menos que — 


* los padres no tengan números de Seguro Social; 
* los números de Seguro Social de los padres sean desconocidos. 


Si usted no puede proveer los números de Seguro Social de los padres por una de las razones 
mencionadas arriba, todavía podremos asignar un número de Seguro Social al niño(a). 


Form SS-5-SUP (05-2000) 
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SOCIAL SECURITY ADMINISTRATION 


Application for a Social Security Card 
CT I BS A A a m m m M ae 


Applying for a Social Security Card is easy AND it is FREE! 
If you DO NOT follow these instructions. we CANNOT process your application! 


STEP 1 Complete and sign the application with ©. 11} or BLACK ink 
Do NOT use pencil! Follow instructions below. 


STEP 2 See Page 2 to determine what evidence we need. 
STEP 3 cab the application and evidence to any Social Security office. Follow instructions 
elow. 


HOW TO COMPLETE THE APPLICATION 


Most items on the form are self-explanatory. Those that need explanation are discussed below. The 
numbers match the numbered items on the form. If you are completing this form for someone else. 
please complete the items as they apply to that person 


2. Show an address where you can receive the card 10 to 14 days from now. 


3. If you check “other” for CITIZENSHIP, provide a document from the Federal/State or local 
agency explaining why you need a Social Security number and that you meet all the 
requirements for the benefit or service except for a number. 


5. You do not have to complete this item about race/ethnic background. We use this 
information for statistical reports on how Social Security programs affect people. We do not 
reveal the identities of individuals. 


6. Show the month, day, and full (4-digit) year of birth, for example. "1998" for year of birth. 


8. You must enter the mother's Social Security number in item 8B. if you are applying for a 
number for a child under age 18 


9. You must enter the fathers Social Security number in item 9B. if you are applying for a 
number for a child under age 18. 


13. If the date of birth you show in item 6 is different from the date of birth you used on a prior 
application for a Social Security number card. show the date of birth you used on the prior 
application and submit evidence of age to support the date of birth in item 6. 


16. You must sign the application if you are age 18 or older and are physically and mentally 
capable. If you are under age 18, you may also sign the application if you are physically 
and mentally capable. If you cannot sign your name, you should sign with an "X" mark and 
have two people sign as witnesses in the space beside the mark. If you are physically or 
mentally incapable. generally a parent, close relative, or legal guardian may sign the 
application. Call us if you need clanfication about who can sign. 


HOW TO SUBMIT THE APPLICATION 


Mail the form and your evidence documents to the nearest Social Security office. We will return your 
documents to you. If you do not want to mail your original documents, take them to the nearest Social 
Security office with this application. 


If you are age 18 or older and have never been assigned a number before, you must apply in 
person. 


Farm 86-4 Internat 12.92) Diactrov Panr Ed tana Fano 1 
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EVIDENCE WE NEED 


CAUTION: We cannot accept photocopies of documents. You must submit original documents 
or copies certified by the custodian of the record. Notarized copies are not acceptable. If your 
documents do not meet this requirement, we cannot process your application. We will return your 
documents. IF YOU DO NOT WANT TO MAIL YOUR ORIGINAL DOCUMENTS, TAKE THEM TO 
ANY SOCIAL SECURITY OFFICE. 


If you need an ORIGINAL CARD (you have NEVER been assigned a Socia! Security number before). 
you must show us proof of : 


AGE, 
IDENTITY, and 
U.S. CITIZENSHIP or LAWFUL ALIEN STATUS 


If you need a DUPLICATE CARD (no name change), you must show us proof of IDENTITY. 


IMPORTANT: Ifyou were born outside the U.S.. you must also show us proof of 
U.S. CITIZENSHIP or LAWFUL ALIEN STATUS 


If you need a CORRECTED CARD because of a name change, you must show us proof of IDENTITY. 


To CHANGE YOUR NAME on our records, we need one or more documents identifying you by your 
OLD NAME on our records and your NEW NAME. 


IMPORTANT: If you were born outside the U.S., you must also show us proof of 
U.S. CITIZENSHIP or LAWFUL ALIEN STATUS. 


AGE: We prefer to see your birth certificate. However, we can accept other documents such as a 
hospital record of your birth made before you were age 5 or a religious record made before you were 
three months old. If you were born outside the U.S., we can accept your passport. Call us for advice if 
you cannot obtain any of these documents 


IDENTITY: We must see a document in the name you want shown on the card. We can generally 
accept a current document that has enough information to identify you (e.g., signature, name, age. 
date of birth, parents’ names) We CANNOT ACCEPT a BIRTH CERTIFICATE, HOSPITAL BIRTH 
RECORD, SSN CARD, SSN CARD STUB, OR SSA RECORD. Some documents that we can accept 
are: 


e Drivers license e Marriage or divorce record e Military records 
e Employer ID card e Adoption record e Insurance policy 
e Passport e Health Insurance card (not e School ID card 


a Medicare card) 


IMPORTANT: if you are applying for a card on behalf of someone else, we must see proof of 
identity for both you and the person to whom the card will be issued. 
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NAME CHANGE: if your name is now different from ihe name shown on your card. we need an 
identity document that identifies you by BOTH your old name AND your new name, Examples 
include a marriage certificate. divorce decree. or a court order that changes your name. Or we can 
accept two identity documents—one in your old name and one in your new name. (See IDENTITY 
for examples of identity documents ) 


U.S. CITIZENSHIP: We can accept most documents that show you were born in the U.S. If you are 
a U.S. citizen born outside the U.S., show us a U.S. consular report of bith. a U.S passport. a 
Certificate of Citizenship. or a Certificate of Naturalization 


ALIEN STATUS: We need to see a current document issued to you by the U.S Immigration and 
Naturalization Service (INS), such as Form 1-551. l-94. |-688B, or 1-766 We CANNOT accept a 
receipt showing you applied for the document If you are not authorized to work in the U.S , we can 
issue you a Social Security card if you are lawfully here and need the number for a valid nonwork 
reason. Your card will be marked to show you cannot work. ana, if you do, we will notify INS. 


IF YOU HAVE ANY QUESTIONS: If you have any questions about this form, or about the 
documents you need to show us. please contact any Socia! Security office. A telephone call will help 
you make sure you have everything you need to apply tor a card 


THE PAPERWORK/PRIVACY ACT AND YOUR APPLICATION 


The Privacy Act of 1974 requires us to give each person the following notice when applying for a 
Social Secunty number 


Sections 205(c) and 702 of the Social Security Act allow us to collect the facts we ask for on this 
form. 


We use the facts you provide on this form to assign you a Social Security number and to issue you a 
Social Security card. You do not have to give us these facts. however. without them we cannot issue 
you a Social Security number or a card Without a number, you may not be able to get a job and 
could lose Social Security benefits in the future 


The Social Security number is also used by the Internal Revenue Service for tax administration 
purposes as an identifier in processing tax returns of persons who have income which is reported to 
the Internal Revenue Service and by persons who are claimed as dependents on someone's 
Federal income tax return 


We may disclose information as necessary to administer Social Security programs, including to 
appropriate law enforcement agencies to investigate alleged violations of Social Security law: to 
other government agencies for administering entitlement, health. and welfare programs such as 
Medicaid, Medicare, veterans benefits, military pension, and civi! service annuities, black lung, 
housing, student loans. railroad retirement benefits, and food stamps. to the Internal Revenue 
Service for Federal tax administration; and to employers and former employers to properly prepare 
wage reports. We may also disclose information as required by Federal law. for example, to the 
Department of Justice, Immigration and Naturalization Service. to identify and locate aliens in the 
U S.: to the Selective Service System for draft reg stration: and to the Department of Health and 
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Human Services for child support enforcement purposes. We may verify Social Security numbers for 
State motor vehicle agencies that use the number in issuing drivers licenses. as authorized by the 
Social Secunty Act. Finally, we may disclose information to your Congressional representative if they 
request information to answer questions you ask him or her 


We may use the information you give us when we match records by computer. Matching programs 

compare our records with those of other Federal, State, or local government agencies to determine 

whether a person qualifies for benefits paid by the Federal government. The law allows us to do this 
even if you do not agree to it 


Explanations about these and other reasons why information you provide us may be used or given 
out are available in Social Security offices. If you want to learn more about this, contact any Social 
Security office. 


The Paperwork Reduction Act of 1995 requires us to notify you that this information collection is in 
accordance with the clearance requirements of section 3507 of the Paperwork Reduction Act of 
1995. We may not conduct or sponsor, and you are not required to respond to, a collection of 
mformation unless it displays a valid OMB control number, 


TIME IT TAKES TO COMPLETE THIS FORM 


We estimate that 1t will take you about 8.5 to 9 minutes to provide the information. This includes the 
time it will take to read the instructions. gather Ihe necessary facts and provide the information. All 
requests for Social Security cards and other claims-related information should be sent to your 
local Social Security office, whose address is listed under Social Security Administration in the 
U.S. Government section of your telephone directory. Comments or suggestions on our "Time it 
Takes” estimate are welcome and should be addressed to: Social Security Administration, ATTN: 
Reports Clearance Officer, 1-A-21 Operations Building, Baltimore, MD 21235-0001. SEND ONLY 
COMMENTS ON OUR “TIME IT TAKES" ESTIMATE TO THIS ADDRESS 
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Identity Theft 
Complaint Input Form 


If you believe you have been the victim of identity theft, you may use the form below to send a 
complaint to the Federal Trade Commission (FTC). The information you provide is up to you. 
However, if you don’t provide your name and other information, it may be impossible for us to 
refer, respond to. or investigate your complaint or request. To learn how we use the information you 
provide, please read our Privacy Policy (https://rn.ftc.gov/dod). 


The FTC serves as the federal clearinghouse for complaints by victims of identity theft. While the 
FTC does not resolve individual consumer problems, your complaint helps us investigate fraud, and 
can lead to law enforcement action. The FTC enters Internet, telemarketing, identity theft and other 
fraud-related complaints into Consumer Sentinel, a secure, online database available to hundreds of 
civil and criminal law enforcement agencies worldwide. 


We use secure socket layer (SSL) encryption to protect the transmission of the information you 
submit. The information you provide is stored securely offline. 


If you want to file a complaint with the FTC about a problem other than identity theft. please use 
the Federal Trade Commission online complaint form. 


How Do We Reach You? 


First Name: 

Last Name: 

Street Address: 

Apt. or Suite No.: . 
City: 

State/Province: 

Zip: - 
Country: 


Home Phone: Work Phone: Ext. 
(Area Code) (Phone Number) (Area Code) (Phone Number) (Extension) 


Social Security : - Date of Birth: (MM/DD/YY) 
Number: (Numbers Only) (Numbers Only) 


Email Address: (i.e., anyone@myisp.com) 
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Tell Us About Your Problem 
1. Types of Identity Theft You Have Experienced. 


ID Theft occurs when someone uses your name or other identifying information for their personal 
gain. Please check the types of ID theft you were a victim of. (Check as many as apply). 


C] Credit Cards O Securities or Other Investments 

(J Checking or Savings Accounts L] Internet or E-Mail 

L] Loans L] Government Documents or Benefits 
O Phone or Utilities L) Other 


Did suspect use the Internet to open the account or purchase goods or services? 
Bl Yes 

L] No 

L] Don't Know 


2. Describe Your Complaint Here. 


Please give us information about the identity theft, including, but not limited to, how the theft 
occurred, who may be responsible for the theft, and what actions you have taken since the theft. 
Please include a list of companies where fraudulent accounts were established or your current 
accounts were affected. Please limit your complaint to 2000 characters. 


3. Details of the Identity Theft. 
When did you notice you might be a victim of identity theft? 


(MM/DD/YY YY) 


When did the identity theft first occur? (i.e., when was the first account opened?): 
(MM/DD/Y YYY) 


How many accounts (credit cards, loans, bank accounts, cellular phone accounts, etc.) were opened 
or accessed? 


How much money, if any, have you had to pay? 
(Numbers Only) 


How much money, if any, did the identity thief obtain from companies in your name? 
(Numbers Only) 
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What other problems, if any, have you experienced as a result of the identity theft? (Examples: No 
nonmonetary damage; civil suit filed or judgment entered against you; criminal investigation, arrest or 
conviction; denied credit or other financial services; denied employment or loss of job; etc.) 


— 


4. The Identity Thief. 


Please provide any information you may have about the identity thief, including his or her name, and any 


addresses or phone numbers the identity thief may have used. 


First Name: 


Last Name: 


Street Address: 


Apt. or Suite No.: 
City: 


State/Province: 


Zip Code: - 
Country: 


Phone Number: - = 
(Area Code) (Phone Number) 
(Numbers Only) 


E-mail Address: 
(i.e., anyone@myisp.com) 


Your relationship to the identity thief: 


5. Contacts. 


Please indicate which of the following steps, if any, you have already taken to deal with the identity theft. For 
which of the following credit bureaus, have you: (check all that apply) 


Called to report the fraud? C Equifax ü Experian 


Put a “fraud alert” on your C] Equifax C] Experian 
report? 


Ordered your credit report? | C] Equifax C] Experian 
Problem with Credit Bureau? U Equifax ü Experian 


Have you contacted the police? U Yes Q No 


L) Trans Union 


Q Trans Union 


C] Trans Union 


A Trans Union 


C] Other 
OU Other 


O Other 
O Other 


ü None 
L] None 


C) None 
O None 
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If yes, please provide police department name? 
Department State? 
Report Number? U Yes A No 


If yes, please provide report number: 


6. Problems With Companies. 


Do you have any problems with the companies, credit bureaus, or organizations you are dealing with 
concerning your identity theft problems? If so, identify each company, credit bureau, or organization, provide 
its location and/or telephone number, if you have it, and tell us briefly what the problem is. NOTE: If you 
checked the problem box for any of the three credit bureaus in the section above, please include 
those credit bureaus here. 


Company 1 
Company Name: 
City: 
State/Province: 

Zip Code: - 
Country: 


Phone Number: Ext. 
(Area Code)(Phone Number) (Extension) (Numbers Only) 


Have you notified this company? U Yes O No 


Have you sent written notifications to this company? U Yes O No 


Company 2 
Company Name: 
City: 
State/Province: 

Zip Code: - 
Country: 


Phone Number: Ext. 
(Area Code)(Phone Number) (Extension) (Numbers Only) 


Have you notified this company? L1 Yes ü No 


Have you sent written notifications to this company? O Yes O No 


Company 3 
Company Name: 


City: 


State/Province: 


Zip Code: - 
Country: 
Phone Number: Ext. 
(Area Code)(Phone Number) (Extension) (Numbers Only) 
Have you notified this company? U Yes O No 


Have you sent written notifications to this company? U Yes U No 
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ID Theft Affidavit 


Victim Information 


(1) | My full legal name is 
(First) (Middle) (Last) [Jr Sr IIL) 


(2) (If different from above) When the events described in this affidavit took place, | was known 


(First) (Middle) (Last) (Jr., Sr., IIl) 


(3) My date of birth is 
(day/month/year) 


(4) | My social security number is 

(5) My driver's license or identification card state and number are 

(6) My current address is 
City State Zip Code 


(7) I have lived at this address since 


(month/year) 
(8) (If different from above) When the events described in this affidavit took place, my address 
was City State Zip Code 
(9) | lived at the address in #8 from until 
(month/year) (month/year) 


(10) My daytime telephone number is (___) 


My evening telephone number is (___) 
How the Fraud Occurred 


Check all that apply for items 11-17: 


(11) Ol did not authorize anyone to use my name or personal information to seek the money. 
credit, loan, goods or services described in this report. 


(12) O I did not receive any benefit, money, goods or services as a result of the events described 
in this report. 


(13) O My identification documents (for example, credit cards; birth certificate; driver's license; 
social security card; etc.) were O stolen O lost on or about 
(day/month/year) 
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(14) O To the best of my knowledge and belief, the following person(s) used my information (for 
example, my name, address, date of birth, existing account numbers, social security number, 
mother's maiden name, etc.) or identification documents to get money, credit, loans, goods or 
services without my knowledge or authorization: 


Name (if known) Name (if known) 

Address (if known) ^ Address (if known) 

Phone number(s) (if known) Phone number(s) (if known) 
Additional information (if known) Additional information (if known) 


(15) Ol do NOT know who used my information or identification documents to get money, credit, 
loans, goods or services without my knowledge or authorization. 


(16) O Additional comments: (For example, description of the fraud, which documents or 
information were used or how the identity thief gained access to your information.) 


ae 


i 


(Attach additional pages as necessary.) 


Victim’s Law Enforcement Actions 


(17) (check one) | O am O am not willing to assist in the prosecution of the person(s) who 
committed this fraud. 


(18) (check one) | O am O am not authorizing the release of this information to law enforcement 
for the purpose of assisting them in the investigation or prosecution of the person(s) who 
committed this fraud. 


(19) (check all that apply) | O have O have not reported the events described in this affidavit to 
the police or other law enforcement agency. The police O did O did not write a report. 
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In the event you have contacted the police or other law enforcement agency. please complete 
the following: 


Agency (1) — (Officer/Agency personnel taking report) 
(Dateofrepot) |^ (Report Number, if any) 
(Phone number)... (e-mail address, if any) 
Agency (+2) - (Officer/Agency personnel taking report) 
(Date of report) (Report Number, if any) 
(Phone number) | (e-mail address, if any) 


Documentation Checklist 


Please indicate the supporting documentation you are able to provide to the companies you plan to 
notify. Attach copies (NOT originals) to the affidavit before sending it to the companies. 


(20) O A copy of a valid government-issued photo-identification card (for example, your driver's 
license, state-issued ID card or your passport). If you are under 16 and don't have a photo-ID, you 
may submit a copy of your birth certificate or a copy of your official school records showing your 
enrollment and place of residence. 


(21) O Proof of residency during the time the disputed bill occurred, the loan was made or the 
other event took place (for example, a rental/lease agreement in your name, a copy of a utility bill 
or a copy of an insurance bill). 


(22) OA copy of the report you filed with the police or sheriff's department. If you are unable to 
obtain a report or report number from the police, please indicate that in Item 19. Some companies 
only need the report number, not a copy of the report. You may want to check with each company. 
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Signature 


| declare under penalty of perjury that the information | have provided in this affidavit is true 
and correct to the best of my knowledge. 


(signature) (date signed) 


Knowingly submitting false information on this form could subject you to criminal 
prosecution for perjury. 


(Notary) 


[Check with each company. Creditors sometimes require notarization. If they do not, please have 
one witness (non-relative) sign below that you completed and signed this affidavit. ] 
Witness: 


(signature) (printed name) 


(date) (telephone number) 
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FRAUDULENT ACCOUNT STATEMENT 


Completing this Statement 


* Make as many copies of this page as you need. Complete a separate page for each 
company you are notifying and only send it to that company. Include a copy of your 


signed affidavit. 


* List only the account(s) you're disputing with the company receiving this form. See the 


example below. 


e If a collection agency sent you a statement, letter or notice about the fraudulent account, 
attach a copy of that document (NOT the original). 


| declare (check all that apply): 


O As a result of the event(s) described in the ID Theft Affidavit, the following account(s) 
was/were opened at your company in my name without my knowledge, permission or 
authorization using my personal information or identifying documents: 


Creditor Name/Address 
(the company that opened 
the account or provided the 
goods or services) 


Example 

Example National Bank 
22 Main Street 
Columbus, Ohio 22722 


Account 


Number 


01234567-89 


Type of unauthorized 
credit/goods/services 

provided by creditor (if 
known) 


Date issued or 
opened (if 
known) 


Amount/Value 
provided (the 
amount charged or 
the cost of the 
goods/services) 


Auto loan 


01/05/2000 


$25,500.00 


O During the time of the accounts described above, | had the following account open with your 


company: 
Billing name 
Billing address 


Account number 


A i eee 


LL U O 


AA HAKAxAx.oo______— || 
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Instructions for Completing the ID Theft Affidavit 


To make certain that you do not become 
responsible for the debts incurred by the 
identity thief, you must provide proof that you 
didn't create the debt to each of the companies 
where accounts were opened or used in your 
name. 


A working group composed of credit grantors, 
consumer advocates and the Federal Trade 
Commission (FTC) developed this ID Theft 
Affidavit to help you report information to many 
companies using just one standard form. Use of 
this affidavit is optional. While many companies 
accept this affidavit, others require that you 
submit more or different forms. Before you send 
the affidavit, contact each company to find out if 
they accept it. 


You can use this affidavit where a new 
account was opened in your name. The 
information will enable the companies to 
investigate the fraud and decide the outcome of 
your claim. (If someone made unauthorized 
charges to an existing account, call the 
company to find out what to do.) 


This affidavit has two parts: 


e ID Theft Affidavit is where you report 
general information about yourself and the 
theft. 


e Fraudulent Account Statement is where 
you describe the fraudulent account(s) 
opened in your name. Use a separate 
Fraudulent Account Statement for each 
company you need to write to. 


When you send the affidavit to the companies, 
attach copies (NOT originals) of any supporting 
documents (e.g., driver's license, police report) 
you have. 


Before submitting your affidavit, review the 
disputed account(s) with family members or 
friends who may have information about the 
account(s) or access to them. 


Complete this affidavit as soon as possible. 
Many creditors ask that you send it within two 
weeks of receiving it. Delaying could slow the 
investigation. 


Be as accurate and complete as possible. 
You may choose not to provide some of the 
information requested. However, incorrect or 
incomplete information will slow the process of 
investigating your claim and absolving the debt. 
Please print clearly. 


When you have finished completing the 
affidavit, mail a copy to each creditor, bank or 
company that provided the thief with the 
unauthorized credit, goods or services you 
describe. Attach to each affidavit a copy of the 
Fraudulent Account Statement with information 
only on accounts opened at the institution 
receiving the packet, as well as any other 
supporting documentation you are able to 
provide. 


Send the appropriate documents to each 
company by certified mail, return receipt 
requested, so you can prove that it was 
received. The companies will review your claim 
and send you a written response telling you the 
outcome of their investigation. Keep a copy of 
everything you submit for your records. 


If you cannot complete the affidavit, a legal 
guardian or someone with power of attorney 
may complete it for you. Except as noted, the 
information you provide will be used only by the 
company to process your affidavit, investigate 
the events you report and help stop further 
fraud. If this affidavit is requested in a lawsuit, 
the company might have to provide it to the 
requesting party. 


Completing this affidavit does not guarantee 
that the identity thief will be prosecuted or that 
the debt will be cleared. 
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If you haven't done so, report the fraud to whether they require notarization or a 
the following organizations: copy of the police report. 


1. Each of the three national consumer 
reporting agencies. Ask each agency to 
place a “fraud alert” on your credit report, 
and send you a copy of your credit file. 
When you have completed your affidavit 
packet, you may want to send them a 
copy to help them investigate the 
disputed accounts. 


* Equifax Credit Information Services, 
Inc. 1-(800) 525-6285 (Hearing 
impaired call 1-800-255-0056 and ask 
the operator to call the Auto Disclosure 
Line at 1-800-685-1111 to obtain a 
copy of your report.) PO Box 740241, 
Atlanta, GA 30374-0241 
www.equifax.com 


* Experian Information Solutions, Inc. 
1-(888) 397-3742/TDD 1-(800)-972- 
0322, PO Bex 9580, Allen, TX 75013. 
www.experian.com 


e TransUnion,  1-(800)-680-7289/TDD 
1-(877 )-553-7803. Fraud Victim 
Assistance Division, PO Box 6790, 
Fullerton, CA 92634-6790 
www.tuc.com 


2. The fraud department at each 
creditor, bank, or utility/service that 
provided the identity thief with 
unauthorized credit, goods or services. 
This would be a good time to find out if 
the company accepts this affidavit, and 


3. Your local police department. Ask 
the officer to take a report and give you 
the report number or a copy of the report. 
When you have completed the affidavit 
packet, you may want to give your police 
department a copy to help them add to 
their report and verify the crime. 


4. The FTC, which maintains the Identity 
Theft Data Clearinghouse — the federal 
government's centralized identity theft 
complaint database — and provides 
information to identity theft victims. You 
can Call toll-free 1-877-ID-THEFT (1-877- 
438-4338), visit 
www.consumer.gov/idtheft or send mail 
to: 


Identity Theft Data Clearinghouse 
Federal Trade Commission 

600 Pennsylvania Avenue, NW 
Washington, DC 20580 


The FTC collects complaints from identity 
theft victims and shares their information with 
law enforcement nationwide. This information 
also may be shared with other government 
agencies, consumer reporting agencies, and 
companies where the fraud was perpetrated 
to help resolve identity theft related problems. 
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Name Change States 


In theory, a legal name change can be accomplished in all states. The reality is that some states 
make the process very difficult and require reams of personal information to be placed into the public 
record. The following states are easier for name changes, although a certain level of paperwork and 
formalities will need to be complied with. 


Alabama Indiana Nebraska Tennessee 
Alaska Kansas Nevada Texas 
Arkansas Kentucky New Hampshire Utah 
California Maryland New Jersey Washington 
Colorado Massachusetts North Dakota West Virginia 
Delaware Missouri Ohio Wisconsin 


Idaho Montana South Carolina Wyoming 
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Social Security Number Allocations 


Since 1972, Social Security numbers have been issued by our central office. The first three (3) 
digits of a person's Social Security number are determined by the ZIP Code of the mailing address 
shown on the application for a Social Security number. Prior to 1972, Social Security numbers were 
assigned by our field offices. The number merely established that his/her card was issued by one of 
our offices in that State. 


Area Group Serial 

The Social Security number consists of nine (9) digits — 123 — 45 — 6789. The first three (3) digits 
denote the area (or State) where the application for an original Social Security number was filed. 

Within each area, the group number (middle two (2) digits) range from 01 to 99 but are not 
assigned in consecutive order. For administrative reasons, group numbers issued first consist of the 
ODD numbers from 01 to 09 and then EVEN numbers from 10 through 98, within each area number 
allocated to a State. After all numbers in group 98 of a particular area have been issued, the EVEN 
Groups 02 through 08 are used, followed by ODD Groups 11 through 99. 

Within each group, the serial numbers (last four (4) digits) run consecutively from 0001 through 
9990: 

This chart below shows how Group numbers are assigned: 


ODD — 01703703, 07. 09— EVEN = 1010195 
EVEN - 02, 04, 06, 08 — ODD — 11 to 99 


NOWE: 


See the latest Social Security Number Monthly Issuance Table for the latest SSN area ranges 
issued to date. Alleged Social Security numbers containing area numbers other than those found on 
that table are impossible. 


THIS DATA IS STRICTLY FOR INFORMATIONAL PURPOSES 


DELEZEXZILILILLLILLLLILILLLLLLLLLLLLLLLLLLELLLLLLLLLLLLLLLLELELELELELELE 


The chart below shows the first 3 digits of the Social Security numbers assigned throughout the 
United States and its possessions. 


001-003 New Hampshire 212-220 Maryland 
004-007 Maine 221-222 Delaware 
008-009 Vermont 223-231 Virginia 
010-034 Massachusetts 691-699* 

035-039 Rhode Island 232-236 West Virginia 
040-049 Connecticut 232 North Carolina 
050-134 New York 237-246 

135-158 New Jersey 681-690* 


159-211 Pennsylvania 247-251 South Carolina 
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654-658 505-508 Nebraska 
252-260 Georgia 509-515 Kansas 

667-675 516-517 Montana 
261-267 Florida 518-519 Idaho 

589-595 520 Wyoming 
268-302 Ohio 521-524 Colorado 
303-317 Indiana 650-653* 

318-361 Illinois 525.5695 New Mexico 
362-386 Michigan 648-649 

387-399 Wisconsin 526-527 Arizona 

400-407 Kentucky 600-601 

408-415 Tennessee 528-529 Utah 

756-763* 646-647 

416-424 Alabama 530 Nevada 

425-428 Mississippi 680* 

587 531-539 Washington 
588* 540-544 Oregon 
752-7557 545-573 California 
429-432 Arkansas 602-626 

676-679* 574 Alaska 

433-439 Louisiana 575-576 Hawaii 

659-665* 750-751* 

440-448 Oklahoma 577-579 District of Columbia 
449-467 Texas 580 Virgin Islands 
627-645 580-584 Puerto Rico 
468-477 Minnesota 596-599 

478-485 lowa 586 Guam 

486-500 Missouri 586 American Samoa 
501-502 North Dakota 586 Philippine Islands 
503-504 South Dakota 700-728 Railroad Board** 


Note: The same area, when shown more than once, means that certain numbers have been transferred from 
one state to another, or that an area has been divided for use among certain geographic locations. 


Any number beginning with 000 will NEVER be a valid SSN. 
The information in our records about an individual is confidential by law and cannot be disclosed except in 
certain very restricted cases permitted by regulations. 


* = New areas allocated, but not yet issued 
** 700-728 Issuance of these numbers to railroad employees was discontinued July 1, 1963. 
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Highest Group Issued as of 05/01/02 


This list shows the SSN area and group numbers that are in the process of being issued as of May 1, 2002. 
Social Security numbers may also be viewed by State or Area. 


001 96 002 96 003 96 004 04 005 02 006 02 007 02 
008 86 009 84 010 86 011 86 012 86 013 86 014 84 
015 84 016 84 017 84 018 84 019 84 020 84 021 84 
022 84 023 84 024 84 025 84 026 84 027 84 028 84 
029 84 030 84 031 84 032 84 033 84 034 84. 035 68 
036 68 037 68 038 68 039 66 040 04 041 04 042 04 
043 04 044 04 045 04 046 02 047 02 048 02 049 02 
050 92 052 92 055.92 054 92 055.92 056 92 057 92 
058 92 059192 060 92 061 92 062 90 063 90 064 90 
065 90 066 90 067 90 068 90 069 90 070 90 071 90 
072790 073 90 074 90 075 90 076 90 077 90 078 90 
079 90 080 90 081 90 082 90 083 90 084 90 085 90 
086 90 087 90 088 90 089 90 090 90 091 90 092 90 
093 90 094 90 095 90 096 90 097 90 098 90 099 90 
100 90 101 90 102 90 103 90 104 90 105 90 106 90 
107 90 108 90 109 90 110 90 ESO 112 30 11290 
114 90 115190 116 90 11790 118 90 119 90 120190 
12490 122 BU 123 90 124 90 125 90 126 90 127 90 
(2890 129 90 130 90 191.99 132 90 133 90 134 90 
Pes) M 136 11 137 41 138 11 13911 140 11 141 11 
142 11 143 11 144 08 145 08 146 08 147 08 148 08 
149 08 150 08 151 08 152 08 153 08 154 08 155 08 
156 08 157 08 158 08 159 80 160 80 161 80 162 80 
163 80 164 80 165 80 166 80 167 80 167 80 168 80 
169 80 170 80 171 80 172 80 173980 174 80 175 85 
176 80 177 80 178 80 179 80 180 80 181 80 182 80 
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281 
288 
295 
302 
308 
345 
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298 
305 
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346 
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379 
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414 
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580 
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Information Brokers 


The following is a list of typical information brokers. This is not a recommendation, and 
information broker web sites should be consulted before ordering any searches. Additional 
information brokerage firms can be found by entering “information broker” or a similar term into any 
Internet search engine. 


Docusearch.com 

1077 Harbour Springs 

Boca Raton, FL 33428 
http://www.docusearch.com 


USSearch.com 

5401 Beethoven Street 
Los Angeles, CA 90066 
800-877-2410 

fax: 310-822-7898 
http://1 800ussearch.com 


SSN Trace/Find People Fast 
PO Box 20190 
St. Louis, MO 63123 


US Trace.com 
15413 Hall Road, Suite 211 
Macomb, MI 48044 
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Must Know Checklist 


The following information, at a minimum, should be committed to memory about the city or region 
that you are claiming as your new background. 


O Size of city 

General layout and organization of the metro area 
Major industries 

Local specialities in food, culture, and recreation 
Name of pro and college sports teams 

Ethnic makeup of the area 

Major tourist/scenic sites 

Name of the Mayor 

Major recent current events 

Major events of historical importance 

Cost of living information 


Names of major retailers — grocery store chains, etc. 
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Area codes and zip codes 
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Incorporation Advertisement 


ane e > me -o —— 


Its the safest wav to operate vour business 
It is the lowest cost insurance vou can buy for protection of your personal assets 


You heard about the woman who spilled hot coffee on herself and then sued McDonalds. and was 
awarded $180.000 7 Mavbe McDonalds can afford it, but can vou" Unplanned events happen 


9 Limit your liability 
Personal assets cannot be targets for creditors. Your home. car. savings will always remain 
untouched if you operate under the protection of the corporate umbrella 

9 improve vour tax picture 
Many benefits become fully deductible Mixture of salan and dividends can minimize vour 


taxes In some situations. an S Corporation ts the best choice because it prevents double 
taxation 


9 Privacy 
Ownership can be concealed fram the public 


9 Stature 
Corporate image presents stronger marketing opportunities and improves access to financial 
sources 


http ¿www corpmakers com inc whyine html 4802 


ee” a 


— . -p e TER S -— - -w -~ a - -= w . —- - vy — ” =- at e e cec. 


(——— m a mee ee — a O 


The following information is based upon our experience and is accurate to the best 
of our knowledge. However, legal validity is not guaranteed. 


Do I have to be a resident of the state? 


No In fact vou do not hare to bea E! S citizen 

Do I have to be located in the state? 
hla Wass Mord vén os Sarati E ES Mesa urs mg mbas vein. sans a oseng son eos 
NO. teu HENGI Mave to set foot ith the state H yvu ait it rt Du sicak Prcsciit tir ne State, Nu 


must have a resident agent 

What is a resident agent? 
It 15 someone or a corporation with offices in the state who can act as vour agent for 
acceptance of jegal service The resident agent is the Secretary of State's recognized contact for 
your corporation You must have a resident agent if vou have no physical presence in the state 
ol incorporation. Conversely. vou do not need one H vou do have a physical presence in that 
state Corporation Makers includes a full vear of resident agent service for all of its! clients as 
part of the incorporation packape 

Can I conduct business in other states? 
Yes But vou must comply with local laws and licensing of the state in which vou do business 

What is a foreign corporation? 
Any corporation dome business in a state other than the one it incorporated in is a loreien 
corporation (to that state) As such. vou would register with the secretarv of that state. Fees are 
usually involved 

I conduct business in many states, do I need to register with each one? 
| his is tricky It vou actually transact business in that state then vou need to register If you are 
merely promoting your business in that state then you probably do not have to register One 
rule of thumb is where do vou take customer orders In most instances. 1f vou do not have any 
active and regular operations in the state. then vou do not need to register as a foreign 
corporation. H vou have doubts, vou should get a legal opinion 

Where can I have bank accounts? 
Anywhere You ean open up vour corporate account in virtually any bank by providing the 
proper documents Normally these include, Articles. Federal ID, Board Resolution. and good 
I! D. of the account signatories 

What does it cost to incorporate? 
Very little with Corporation Makers Costs include l)state fees. 2 jkit fees. 3)resident agent 
lees. and 4)service charges. So don't be fooled by those $25 and $45 catch vour eye quotes 
from some ot our competitors. Thev are misleading and inaccurate. Your best defense in 
understanding the true cost is to get to the bottom line What will you be paying for the entire 


http: www corpmakers.com inc faq html 4/8/02 
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package. Corporation Makers ts lowest--Guaranteed In case vou are wondering. we charge 
$369 tor a Nevada corporation (no kit). and 5449 with a very handsome hit These fees include 
the new Nevada filing fees effective August 1. 2001 

Why is Nevada so popular as a corporate haven? 
Many reasons Nevada does not disclose ownership Unless vou go public, no one will know 
who the shareholders are Nevada has no state income tax Nevada is the only state that does 
not have an information exchange agreement with the IRS One person can incorporate and 
hold ail offices. Annual fees are among the lowest in the nation. Mectings and activities do not 
have to be held in the state A Nevada corporation can own other corporations, real estate, and 
stock | he State ol Nevada is Eriendly to business and minimizes taxes, regulations, and 
oversight. You just can't find it any better 

Can my business in my home state be owned by a Nevada corporation? 
Yes Beautiful idea Your accountant can establish methods for making your home business 
less profitable to the Deneth of your Nevada corporation where taxes are Jower 

Is it difficult to operate as a corporation? 
No We make it easy tor you. You do have to document kes events and vou must have an 
annual mecting Even if vou are a one person corporation Just follow our standard minutes 
and modify them to meet vour situation. It takes a few minutes but itis extremely important 
that you behave like a corporation 

Can I use personal assets in my corporation? 
Careful here You can give. loan or rent them but vou must document the transaction In 
essence vou can be a supplier of services. Do not comininele your bank accounts however 
Keep money separate or vou could offer creditors the same benefit of access to your Funds 
Rule of thumb. You are incorporating tor certain benefits. among them hability limitation So 
keep your stuff separate trom the corporations "stuff" 

Can my corporation operate out of my home? 
Yes You still need to comply with local law and restrictions about that But you can rent space 
and equipment to vour corporation 

Are corporate officers a matter of public record? 
Yes Names and addresses are filed with the state and are theretore avaiable to anyone 
Nevada requires this filing annually They do not require notification of intervening changes 
(Get the picture”). Other states may have the same requirement 

Can one person hold all offices? 
Yes in Nevada the same person can be president. treasurer. secretary. and director 

How many directors are required? 
One in Nevada Three in California unless the number of shareholders are fewer 


hip. www corpirtkers com ine dag bimi FRG. 
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Course Credit by Examination from Ohio University 


Enrollment Application 1-800-444-2910 


Note; You must complete all information below If information is missing or incomplete, your application cannot be 
processed and will be returned to you 


SSN 


Last Name: 


2WEN 


First Name: 


Mailing Address _ 


City 


Telephone 


Ohio Resident Dl ln 
LW (Js 


US. Citizen 


Occupation 


M M D D Y Y Gender 
E Birthdate: / / M[ ) "7 
= Maiden. 
" Middle: 
State Zip Code 
E-mail Address _ 
If yes, County 
H no, country of citizenship 
Are you presently enrolled at any Ohio University campus? C] [ ]N 


Have you earned credit for any course (1) at any Ohio University or (2) through Independent Study? If so, give your: 


College 


(Arts & Sciences. Business, etc.) 


Course Type Dept Course 
(IS, Www. ISP, CCE) No 


Campus Class Standing 


(Athens, Chillicothe, etc.) 


(Fr, Soph, Jr, Sr) 


*Replacement | Credit Study Guide Code 
Credit? Y/N Hrs. (office use only) 


Course Title 


course(s) in the appropriate column above. Ohio University students must secure permission slips from their academic 


deans to enroll in Independent Study. Permission slips are available in your college offices. 


(hake check or money order 
payable to Ohio University. 
Students residing out of the 
United States should pay fees 
on a United States bank, 
payable in United States 
dollars. Bank drafts wi// not 
be accepted.) 


Tota! Tuition $ 

(reter to course tuition listed with each course) E 
Other Charges (airmail, media fees, etc.) $ 

(Reter to armai charges listed on page 13 of this catalog) 

TOTAL $ 


Method of Payment: [check or money order [visa [] MasterCard [Discover 


Cardholder Signature 


In signing this application, you are responsible for all policies in the current Ohio University Independent Study Bulletin. 


Student's Signature 


Date 


Are you meeting a credit deadline (graduation, certification, etc)? Y N 


H yes, what date? 


Do you plan to apply for veteran's benefits? Y N f yes, have you provided proper documentation? Y N 


(see Veteran's section under "Program Essentials," page 10.) Provide your VA Claim Number C- 


Do you wish the pass/fail option? Y N 


in person Ht 


Ways to 
Register: 


Are you in the Ohio University External Student Program? Y N 


By fax 
(Credit card only, see 
Fax into on reverse ade.) 


By mail 
(see address on A 


reverse sde) 


Internet , 
Online Y 
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How Did You Learn About Independent Study? 


A. Friend 
B. Academic Advisor 
E: Brochure, Mailer 
D. Poster, Display 
E TV, Radio, Internet 
E Peterson's IS or Distance Learning Guides 
G. Newspaper, Magazine (specify) 
H. Other 
Previous Education 
[ ] High School 9 10 11 12 Diploma GED 
C] College l 2 3 4 Degree 


O Other Education 


Purpose of Enrollment 


A. 


Ona MO OT 


College Entrance Requirement 
Ohio University Student 
Degree Credit Other Institution 
Teacher Certification 

Job Eligibility or Advancement 
Personal Satistaction 


Other {specify) 


Non-Ohio University Students Complete the Following 


Are you presently enrolled at another school or college? y N 


Mail to: 


Do you plan to use the credit at another institution? M N 


If yes, where? 


Are you a high school student? 


(Note: If yes to any of the above questions, written permission from your academic dean, 
principal, or guidance counselor should be given below or sent by separate letter to the 
Independent Study office.) 


(Signature) (Title) (Institution) 
Enrollment Clerk Fax: Enrollment Clerk Phone: 1-800-444-2910 
[Independent Study Independent Study 


302 Tupper Hall, Ohio University Ohio University 
Athens, OH 45701-2979 (740) 593-2901 


Ohio 


Courses by 
Correspondence 


Course Information 


e List of Courses 


e Explanation of Media 
Icons 


e Fees 


How to Enroll 


e Before you Enroll 


e Courses Currently 
Unavailable 


Enrollment Application 
e Ordering Textbooks 


Disclaimer and 
Feedback 


Lifelong Learning Programs 


Course Credit by 
Examination 


Course Information 


e  Listof Courses 


Independent and Distance Learning: Course Enrollments 


Gur courses are developed by Ohio University faculty 
using the content of their classroom courses. A study 
guide helps you understand the material and contains 
assignments you submit to the instructor for 
evaluation and feedback. Your textbook and other 
print materials are often supplemented with audio or 
videotapes. You may enroll any time during the year, 
and you have one calendar year to complete a course. 


Independent and Distance Learning correspondence 
courses provide a highly structured method of 
independent study involving a tutorial relationship 
with a faculty member who guides your learning and 
monitors your progress. The detailed study guide, 
prepared by your instructor, provides an 
overview and the lesson units that direct you 
through the course. 


Most lessons require you to submit answers to 
objective questions or write brief essays or both. 
Some lessons may require a paper or project. The 
study guide often includes self-check tests that let 
you monitor your own progress. Generally, two 
supervised examinations are required--a midcourse 
and a final examination. 


If you click on any course title in the IS or WEB 
course list, you will get a full page of information for 
*hat course. 


if you are familiar with a particular subject or 
are able to master content without assistance, 
you may be able to earn credit through a 
single comprehensive examination. You 
receive a course syllabus, obtain the textbook, 
and prepare for the examination without 
assistance from an instructor. As in courses by 


e Explanation of media icons Correspondence, you may enroll at any time, 


e Fees 


How to Enroll 


Before you Enroll 
Courses Currently 
Enrollement Application 
Ordering Textbooks 


but you must take the examination within six 
months. Your grade on the examination 
becomes your grade for the course. 


http://www.ohiou.edu/independentislist.htm 
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THE I.D. MASTER 


Little Known Tactics of Identity Change Professionals 


In The I.D. Master, identity change professional John Q. Newman reveals little-known 
insider secrets of identity changing. In these pages you will discover: 


. How to use the law to create a new identity—including using the name-change laws to 
your advantage 


» How to create a new identity as a crime victim—how police reports can help you change 
your identity 


° How police search for people—and how to evade the police with a new identity 

° How to create a usable Social Security number—one that won't be flagged by the taxman 
° How to obtain a new Social Security number 

. A legal alternative to a Social Security number—how anyone can get one 

° The “delayed birth certificate”—how to obtain one in any name you want 

. How to use fake ID in identity creation—and when NOT to use it 

° Background investigations—what you need to know in order to pass them, and what 


types you should always avoid 
. How to use a “ghost address” to establish a new identity 
° How to create education history—complete with real transcripts 
. New identity after 9/11—what to expect, and how to slip through the cracks 
. And much, much more 


The I.D. Master is the very latest information on identity changing from one of the most 
renowned professionals in the field. If you want to keep up, then you need The I.D. Master. 


ISBN: 3?8-1-58150-5153-8 
90000 
A PALADIN PRESS BOOK 
www.paladin-press.com 
9781581 605198 


